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Abstract 


This  report  describes  the  Parameter  Selection  Algorithm  for  the  SURAP  4  packet  radio  network  and  the 
basis  for  its  design.  It  alsfl'^^sents  a  Semi-Markov  model  of  the  algorithm  operation.  The  algorithm 
auaptively  adjusts  three  radio  parameters:  transmitter  power,  FEC  coding  rate,  and  channel  bit  rate. 
These  parameters  can  increase  the  perceived  signal-to-noise  ratio  on  the  chaiuiel  and  are  treated  as  gain 
mechanisms.  The  algorithm  must  maintain  robust  radio  links  between  nodes  whenever  possible,  while 
minimizing  interference  with  other  network  tnansmissions.  We  present  one  heuristic  approach  to  balancing 
these  two  goals.  This  approach  uses  barely  sufticient  gam  to  maintain  the  packet  error  probability  below 
an  acceptable  threshold  value.  A  threshold  probability  of  0. 1  was  chosen.  Bit  error  statistics  provided 
by  the  sequential  decoder  and  error  feedback  packets  assist  the  process  of  determining  the  appropriate 
change  of  gain  as  noise  levels  vary.  The  algorithm  can  adapt  at  a  fast  rate,  sometimes  on  the  order  of 
one  packet  time.  It  maintains  acceptable  packet  error  probability  and  can  recover  from  estimation  and 

decision  errors!^  - -  ”  ~  ^ 

We  present  \  Semi-Markov  model'^for  the  analysis  of  the  algorithm.  The  model  can  be  used  to 
compute  the  steady  state  packet  error  probability  and  packet  transmission  overhead  due  to  noise.  The 
model  IS  general  enough  to  include  a  stationary  model  of  transceiver  blocking  probability,  dynamic 
CDMA  interference,  and  alternative  algorithms  based  on  similar  operating  principle^  A  maximum  of 
38  Markov  states  are  required  to  model  precisely  the  algorithm's  steady-state  b^aviour.  The  structure 
of  the  state  space  and  the  transition  probability  expressions  is  straightforyvardT'the  transition  probability 

matrix  js  sparse.  "  _  /{■  /ffvff 

'-"'Although  the  model  does  not  incorporate  bit  error  statistics,  we  have  proposerf>a  way^to  model  the 
effect  of  these  statistics  without  compromising  the  simplicity  of  the  Semi-Markov  description.  ^  ^  J)  ' ^ 
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1.  Introduction 


Objectives  An  adaptive  physical  layer  algorithm  in  a  Packet  Radio  Network  is  essential  for  the  network 
survivability.  The  quality  of  the  radio  channels  is  subject  to  rapid  changes  resulting  from  mobile  nodes 
and  jamming.  If  radio  hardware  is  designed  for  a  worst  case  scenario,  the  throughput  for  normal  situations 
will  oe  greatly  impaired.  If  the  hardware  is  designed  for  an  average  situation,  the  network  risks  partition 
under  stress  because  of  poor  radio  links.  The  Parameter  Selection  Algorithm  provides  adaptive  control 
of  physical  layer  radio  parameters. 

This  report  describe.s  the  Parameter  Selection  Algorithm  for  the  Survivable  Adaptise  Networking 
(SURAN )  packet  radio  project  sponsored  by  the  Defense  Advanced  Research  Projects  Agency  (DARPA). 
The  Parameter  Selection  Algorithm  is  an  adaptive  algorithm  designed  to  maintain  radio  links  between 
nodes  in  the  network  under  conditions  that  include  changing  noise,  interference,  and  jamming.  The 
Low-cost  Packet  Radio  (LPR)  hardware  employed  in  the  SURAN  project  provides  a  choice  of  transmit- 
tmg  power  levels,  convolutional  coding  rates,  and  channel  transmission  rates.  The  Parameter  Selection 
algorithm  adjusts  these  parameters  adaptively  to  maintain  connectivity  among  radios  and  minimise  inter¬ 
ference  with  other  transmissions.  The  algorithm  plays  an  important  role  in  establishing  and  terminating 
links  between  nodes. 

The  algorithm  is  designed  to  operate  in  the  SURAN  protocol  (SURAP)  suite  number  four  (SURAP  4). 
SURAP  4  employs  receiver-directed  spread-spectrum  code-division  multiple-access  (CDMA)  transmis¬ 
sions  for  increased  throughput.  The  suite  uses  a  distributed  congestion  control  algorithm  that  is  capable 
of  achieving  Max-Min  Fair  flow  control  over  a  large  class  of  siniations.  It  also  employs  a  security 
architecture  to  prevent  or  detect  misbehaving  nodes.  SURAP  4  is  an  evolution  step  from  earlier  SURAP 
versions  developed  under  the  same  DARPA  contract.  An  overview  of  the  SURAP  4  architecture  can  be 
found  m  (4). 

The  Parameter  Selection  Algorithm  can  be  modified  for  other  packet  radio  architectures.  For  example. 
Rockwell  International  has  developed  a  version  of  the  Parameter  Selection  Algorithm  taylored  to  the  the 
SURAP  3  architecture.  SURAP  3  does  not  use  code-division  multiple-access. 

This  report  is  divided  into  six  sections.  Section  1  is  the  introduction.  It  outlines  the  design  objectives 
and  the  approach  followed.  It  also  contains  a  brief  survey  of  work  relevant  to  the  analysis  and  design 
of  the  Parameter  Selection  Algorithm.  Section  2  contains  a  description  of  SURAP  4  algorithms  relevant 
to  the  design  of  the  Parameter  Selection  Algorithm.  Section  3  describes  the  nature  of  the  radio  channel 
and  its  iniplicalioiis  on  tile  ,ui,hitecture  of  the  algorithm.  Section  4  outiinc.s  the  design  principles  and 
describes  the  algorithm  in  detail.  Section  5  presents  analysis  and  simulation  results  of  the  pert'ormance 
of  the  algorithm.  Thi.s  section  includes  u  Semi-Markov  model  of  the  algorithm  operation.  Section  ri 
contains  conclusions  and  recommendations  for  future  work. 
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Design  Approach  The  problem  of  selecting  the  right  set  of  radio  parameters  for  an  entire  packet  radio 
network  is  complex.  Because  airwaves  are  a  broadcast  mediunri,  the  transmission  parameters  for  one  radio 
channel  aftect  the  transmission  and  reception  of  all  other  radios  within  range.  The  choice  of  transmission 
parameters  also  affects  the  throughput  of  the  transmitting  radio.  Lower  Forward  Error  Correction  (FEC) 
rates  and  lower  channel  bit  rates  decrease  bit  error  rates  but  imply  longer  transmission  times,  hence 
limiting  the  throughput  of  the  transceiver.  Another  problem  is  the  interactions  between  the  Parameter 
Selection  Algorithm  and  the  other  network  algorithms.  Behavioral  changes  in  the  physical  layer  test  the 
tolerance  of  higher-layer  algorithms  and  protocols.  Besides  addressing  these  problems,  the  algorithm 
must  be  distributed  so  that  it  can  provide  quick  and  reliable  responses.  It  must  also  be  robust  so  that  the 
network  can  survive  under  adverse  conditions. 

To  simplify  the  design  problem  we  optimized  the  radio  channel  parameters  locally,  instead  of  globally. 
The  main  goal  of  the  algorithm  is  to  maintain  a  robust  radio  link  by  adapting  the  links's  parameters  to 
the  channel  noise  level.  The  algorihtm  controls  the  link  parameters  so  that  the  physical  layer  of  the 
netwok  appears  stable  to  the  algorithms  in  higher  layers  of  the  network.  It  is  of  particular  importance 
to  maintain  a  low  average  number  of  transmission  attempts  per  packet  forwarded  on  the  links.  Thus 
the  mam  criterion  for  adapting  channel  gain  is  the  estimated  packet  error  rate  that  results  from  noise 
or  interference.  Parameter  selections  are  characterized  in  terms  of  the  relative  gain  over  the  channel 
signal-to-noise  ratio  that  they  afford.  Gain  increases  are  the  result  of  increases  in  transmitter  power  and 
decreases  in  FEC  rate  and  channel  bit  rate.  A  gain  that  exceeds  the  value  required  to  maintain  a  robust 
link  unnecessarily  penalizes  the  throughput  of  all  radios,  in  the  vicinity.  Thus  another  important  goal  of 
the  algorithm  is  to  minimize  the  gain  required  to  maintain  a  robust  link. 

The  algonthm  takes  advantage  of  an  estimate  of  chiuinel  bit  errors  provided  by  the  receiver  hardware 
when  FEC  is  in  use.  The  bit  error  information  can  sometimes  provides  an  estimate  of  the  state  of  the 
channel  within  the  order  of  a  packet  time.  The  LPR  hardware  also  provides  a  measurement  of  noise 
energy  and  signal  plus  noise  energy  when  a  packet  is  being  received.  The  Parameter  Selection  Algorithm 
has  not  incorporated  this  information  into  its  decision  mechanism. 

.Algorithm  Oseniew  In  the  SURAP  network,  three  radio  parameters  — transmitter  power.  FEC  coding 
rate  (convolutional  codes),  and  channel  bit  rate —  can  be  independently  adapted  in  discrete  steps  and 
between  packets.  In  the  network  design  we  recommend  using  FEC  in  all  transmissions  since  the  coding 
overhead  incurred  for  the  weakest  coding  rate  (8/7)  is  minimal  and  we  obtain  bit  enor  statistics  form  the 
sequential  decoder. 

A  parameter  triplet  is  a  specific  combination  of  the  three  channel  parameters  available  for  algorithm 
control.  The  Parameter  Selection  Algorithm  selects  the  operating  parameter  U’iplet  based  on  channel 
feedback  after  each  transmission.  Triplets  are  ranked  in  order  of  Signal -to-Noise  Ratio  (SNR)  gain.  A 
triplet  is  also  known  as  the  gain  state.  The  greater  the  SNR  gain  of  this  state  the  greater  is  its  adverse 
impact  on  neighbors.  As  the  algorithm  provides  a  satisfactory  link  it  also  tries  to  minimize  the  link  gain. 
An  SNR  gain  is  satisfactory  if  it  is  sufficient  for  a  maximum-length  packet  to  maintain  a  packet  error 
probability  below  a  threshold  parameter  value  (set  to  O.l  for  SURAP  4i  when  the  packet  is  transmitted 
over  the  link  in  the  absence  of  contention.  This  probability  aims  at  maintaining  a  fairly  predictable 
behavior  of  the  link'  and  providing  a  rational  interaction  with  higher-level  protocols. 

'RL•Ir:ln^nll'^''l"H^  are  (.onsulored  iiic  mam  rea'on  inr  link  Jcl.u 
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SNR  gain  on  a  link  is  decreased  by  a  transmitting  node  after  enough  successful  transmissions  have 
been  observed.  SNR  gain  is  increased  after  failed  transmissions  or  error  acknowledgments*.  Bit  error 
counts,  when  available,  are  included  in  packet  acknowledgments  for  the  sending  node.  The  bit  error 
count  is  used  to  estimate  the  change  in  SNR  gain  requued  for  satisfactory  link  operation.  Bit  error  counts 
are  also  used  to  estimate  the  packet  error  probability  resulting  from  noise.  This  estimate  is  factored  out 
from  attempts-per-p.ncket  computations  in  the  Congestion  Control  Algorithm. 

Literature  Survey  Spread  .spectrum  is  used  in  the  SURAN  packet  radio  network  to  protect  the  network 
from  jamming,  but  it  can  also  provide  Code  Division  Multiple  Access  (CDMA)  capability.  Overlapping 
transmissions  need  not  result  in  a  collision,  in  the  Aloha  sen.se.  since  receivers  synchronized  with  one  code 
sequence  can  reject  the  energy  from  an  interfering  code  sequence  (code  capture).  Several  authors  have 
characterized  the  CDMA  radio  environment.  [11]  gives  asymptotically  tight  upper  and  lower  bounds  for 
the  probability  of  error  in  a  CDMA  environment,  as  a  function  of  the  number  of  overlapping  transmissions, 
the  channel  signal-to-noise  ratio,  and  the  spreading  factor  for  the  code.  We  have  used  these  results  to 
discuss  CDMA  interference.  In  [7]  these  bounds  are  improved  by  deriving  the  probability-  density-  function 
for  the  interference  signal.  The  effect  of  transmitter  power  is  also  mcorporated.  Similar  work  has  been 
presented  in  [6]  and  [10],  which  gives  simpler  computation  procedures  for  evaluating  arbitrarily  tight 
bounds.  [10]  includes  jamming  signals.  A  general  treatment  of  CDMA  performance  can  be  found  in  [9]. 
In  Section  .^.1  we  use  the  treatment  of  the  “near-far”  problem  from  [9]  when  discussing  the  expression 
for  error  probability  in  a  CDMA  environment  and  the  effect  of  jamming. 

The  charuiel  model  in  [16]  incorporates  CDMA  interference  and  transceiver  contention  into  the  proba¬ 
bility  of  failed  transmission.  The  model  specifically  applies  to  a  fully  connected  packet  radio  environment 
that  uses  Direct  Sequence  Spread  Spectrum  Multiple  Access  and  Viterbi  decoding  for  convolutionally 
encoded  packets.  Specific  work  treating  error  probabilities  for  a  CDMA  packet  radio  with  convolutional 
codes  and  Viterbi  decoding  also  appears  in  [I2j.  This  works  derives  a  bound  on  packet  error  probability 
that  is  an  increasing  function  of  packet  length.  System  throughput  is  investigated  under  specific  assump¬ 
tions.  [14]  treats  the  throughput  of  ARQ  strategies  in  radio  links  using  sequential  decoding.  The  optimal 
value  for  the  time-out  parameter  of  the  sequential  decoder  is  derived  and  the  corresponding  throughput 
is  presented.  Throughput  of  multihop  packet  radio  models  has  been  analyzed  and  evaluated  in  [13],  [1]. 
Routing  strategies  based  on  least-interference  computations  are  investigated  in  [15].  Transmission  power 
can  be  adjusted  and  a  distributed  algorithm  is  used  to  compute  routes  and  link  powers  which  minimize 
interference  among  adjacent  links.  This  woik  is  also  an  excellent  .source  of  references  on  work  in  dy¬ 
namic  power  adjustment  for  the  multihop  packet  radio  environment.  A  similar  approach  to  the  routing 
strategies  in  [15]  is  followed  by  [2]  for  computing  optimal  paths  over  a  multihop  CDMA  packet  radio 
network. 


'By  looking  into  the  Minder  ID  Held  nl  ,i  p.iLket  svith  error-,  we  v.ui  olleii  delemiine  wliith  neigbour  h.is  .••ent  ihe  p.itkel  B\ 
virtue  ol  it'  'm.dl  length,  llu'  Meld  i'  lesN  prone  to  eiror'  th.in  ihe  p.ivkel  .i'  .i  whole  Tlie  reveiving  node  l.iii  then  teliim  .1 
'pecial  error  acknowledgment  packet. 
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2.  Surap  4  Algorithms 

2.1  Architecture 

A  general  understanding  of  several  SURAP  4  algorithms  will  be  useful  in  the  discussion  of  the  design 
of  the  Parameter  Selection  Algorithm.  In  this  section  we  give  a  simplified  overview  of  the  relevant 
algorithms.  These  protocols  are  documented  in  detail  in  [8.  17,  4.  5]. 

The  SURAP  4  architecture  uses  Receiver-Directed  Direct-Sequence  spread-spectrum  transmission. 
This  means  that  a  packet  is  encoded  with  a  pseudorandom  sequence  recognizable  only  by  its  intended 
receiver  radio.  The  throughput  improvements  obtained  with  this  CDMA  scheme  are  documented  in  [18]. 
There  i.s  also  a  hmadcasr  sequence  which  is  recognizable  b>  all  radios,  providing  for  multicast  capability. 
At  the  link  layer  we  can  group  the  protocols,  or  algorithms,  into  Channel  Access  Protocols.  Link  Flow 
Control  Protocols,  and  Physical  Layer  Protocols.  At  the  network  layer  we  are  only  interested  in  the 
Congestion  Control  algorithm  and  the  Routing  algorithm. 

During  the  course  of  writing  this  report,  some  of  these  algorithms  are  being  modified  as  greater 
simulation  e.xperience  is  gained.  Thus  the  exact  design  of  some  of  these  algorithms  may  be  different  than 
the  one  described  here.  So  far  none  of  these  modifications  seems  major  enough  to  alter  the  conclusions 
of  this  report.  Since  the  modifications  themselves  are  under  experimentation  we  have  chosen  not  to 
incorporate  them  in  the  report.  This  section  remains  a  very  accurate  description  of  the  algorithms. 

Channel  Access  Channel  Access  in  the  SURAP  4  broadcast  medium  is  regul^ted  by  the  following 

protocols  and  algorithms; 

•  Spacing  Algorithm 

•  Moment  of  Silence  Algorithm 

•  Retransmission  Protocol 

•  Alternate  Routing  Protocol 

The  Spacing  Algorithm  determines  a  minimum  wait  between  packets  transmitted  on  a  link.  The 
intention  is  to  avoid  sending  a  new  packet  before  the  neighbor  is  ready  for  it.  The  wait  is  typically  short 
and  of  low  variance.  The  Moment  of  Silence  Algorithm  gives  acks  high  priority  in  the  network  so  that 
network  resources  can  be  freed  quickly  and  re-used.  The  Retransmission  Protocol  regulates  retransmission 
waits  for  unacked  data  packets.  It  also  limits  to  six  the  maximum  number  of  packet  transmission  attempts 
before  di.scarding  the  packet.  Retransmission  waits  are  typically  larger  than,  but  of  the  ,>ame  order  as, 
the  Spacing  waits.  The  Alternate  Routing  Protocol  specifies  that  after  four  failed  transmission  attempts, 
a  packet  is  broadcast  using  the  broadcast  spread-spectrum  sequence.  Thus  any  radio  within  range  can 
help  in  forwarding  the  packet  to  the  ne.\t  hop  in  its  path  to  the  final  destination. 
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Link  Flow  Control  Link  Flow  Control  is  implemented  to  confine  the  congestion  effects  of  high-rate 
traffic.  The  following  protocols  enforce  Link  Flow  Control: 

•  Link  Window  Protocol 

•  /\ -Buffering  Protocol 

The  Link  Window  Protocol  prevents  neighbors  from  being  inundated  with  packets.  This  protocol  requries 
neighbors  to  wait  for  an  acknowledgement  before  forwarding  a  new  packet.  The  K-Buffering  Protocol 
limits  to  K  the  number  of  packets  that  a  neighbor  can  buffer  from  a  given  node,  preventing  single 
neighbors  from  monopolizing  all  buffers.  It  also  imposes  increasingly  large  retransmission  waits  for 
neighbors  at  their  K  limit. 

Link  protocols  normally  shield  a  network  region  from  high-rate  traffic,  making  it  difficult  for  the 
Congestion  Control  Algorithm  to  detect  the  source  of  the  flow  bottlenecks.  It  is  imperative  that  we 
prevent  link  protocols  from  taking  over  the  functions  of  the  Congestion  Control  Algorithm  because  this 
algonthm  is  better  suited  to  controlling  the  flow  of  traffic.  The  waits  imposed  by  the  Spacing  Algorithm, 
the  Retransmission  Protocol,  and  especially  the  A'-Buffering  Protocol  had  'o  be  redesigned  so  that  natural 
packet  flow  was  seriously  impeded  only  in  extreme  situations. 

Physical  Layer  Protocols  At  the  Physical  Layer  we  are  only  concerned  with  two  protocols; 

•  Parameter  Selection  Algorithm 

•  Link  Up/Down  Protocol 

We  are  not  concerned  with  protocols  determining  packet  format,  modulation  and  other  physical  layer 
functions.  The  subject  of  this  report  is  the  Parameter  Selection  Algorithm.  The  Link  UpiDown  Protocol 
is  closely  related  to  the  Parameter  Selection  Algorithm.  It  uses  information  generated  by  the  Parameter 
Selection  Algorithm  to  tell  the  network  when  to  establish  and  terminate  radio  links. 

Network  Layer  Algorithms  At  the  Network  Layer,  we  are  interested  in  two  algorithms: 

•  Congestion  Control  Algorithm 

•  Routing  Algorithm 

The  Congestion  Control  Algonthm  regulates  end-to-end  traffic  flow  in  a  distributed  manner,  by  monitoring 
network  resources  at  each  node,  independently,  and  adjusting  source  flows  iteratively  until  all  resources 
are  utilized  at  or  below  a  target  value.  Typical  resources  are  transceiver  utilization  and  buffer  utilization. 
All  flows  sharing  a  resource  are  throttled  equally,  and  the  algorithm  is  capable  of  providing  Max-Min 
Fair  flow  control  over  a  large  class  of  situations.  Exceptions  are  detailed  in  [5).  The  Multi-Class  Routing 
Algorithm,  is  a  distributed  minimum-hop  routing  algorithm.  The  algorithm  is  designed  to  allow  packet 
forwarding  through  links  that  have  poor  pert'ormance.  but  are  the  only  alternative  to  a  destination.  The 
algorithm  chooses  the  shortest-hop  route  consisting  entuely  ot  good-quality  links.  U  one  does  not  exist, 
then  it  chooses  the  shortest-hop  route  consisting  of  links  of  any  quality.  The  Link  Up/Down  Protocol 
can  be  viewed  as  an  interface  between  the  Parameter  Selection  .Algorithm  and  the  .Multi-Class  Routing 
Algorithm. 
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2.2  Channel  Acces.s  Protocol.s 

In  the  Receiver  Directed  architecture  proposed,  all  acknowledgments  are  active.  A  special  packet  is 
created  by  the  receiving  node  and  broadcasted  back  to  the  sending  node.  The  Moment  Of  Silence 
Algorithm  seeks  to  give  high  priority  to  these  ack  packets.  It  improves  throughput  by  allowing  nodes 
to  free  resoiuces  quickly.  Since  active  acknowledgments  are  of  short  length,  the  channel  time  reserved 
for  them  represents  minimal  overhead.  After  forwarding  a  data  packet,  the  sender  node  refrains  from 
transmitting  for  an  interval  of  r^ios  time  units.  This  interval  is  known  as  the  moment  of  silence,  tmos 
is  a  network  parameter  equal  to  the  time  required  for  the  receiver  node  to  prepare  and  start  sending  the 
ack.  The  moment  of  silence  at  the  sender  can  only  be  preempted  by  some  packet  reception.  A  receiving 
node  gives  highest  priority  to  preparing  and  transmitting  the  ack  upon  receiving  a  data  packet,  so  as  to 
comply  with  the  moment  of  silence  at  the  sender.  Data  transmissions  or  retransmissions  are  delayed  until 
the  ack  is  sent. 

The  Spacing  Algorithm  enforces  a  minimum  wait  between  successive  first  transmissions  of  a  data 
p.icket.  The  .spacing  wait  allows  for  packet  proces.sing,  packet  transmission  plus  moment  of  silence,  and 
ack  reception  at  the  receiver  node.  The  wait  is  enforced  from  the  end  of  an  ack  reception  or  the  end  of 
the  moment  of  silence  at  the  sender  node,  whichever  comes  first.  Computation  of  the  wait,  or  spacing 
value,  IS  done  at  the  receiver  node  and  is  communicated  back  to  the  sender  via  the  ack'.  In  parallel  with 
this  algorithm,  the  Retransmission  Protocol  sets  a  retransmission  timer  as  soon  as  a  packet  transmission 
ends.  If  the  ack  for  a  transmission  arrives  before  this  timer  expires,  the  residual  spacing  wait  is  observed 
before  transmission  of  the  next  data  packet;  otherwise  a  second  transmission  is  attempted  and  a  new 
retransmis.sion  timer  i.s  set.  If  six  transmissions  fail,  the  buffer  containing  the  packet  becomes  available 
for  any  other  packets  requiring  it.  The  timer  for  scheduling  transmission  n  + 1  is  computed  according 
to 

u-'n+i  =  k  "Mos  +  ntMAXJ’KT.TIME  +  r\ios)  RANDOM  ‘  (2.1) 

fc  is  a  small  integer  constant,  chosen  equal  to  3  in  our  design.  MAX  JPKT.TIME  is  the  longest  duration  of 
a  packet  on  the  channel  (approximately  60  milliseconds  with  channel  rate  100  Kbps  and  with  1/2  fee  rate;. 
n  is  the  index  for  the  most  recent  transmission.  RANDOM  is  a  random  variable  uniformly  distributed 
between  0  and  1.  The  formula  above  is  similar  to  linear  back-off  retranismission  strategies,  where  the 
retransmission  wait  increases  with  the  number  of  retransmissions.  Using  MAXJPKT.TIME  is  a  heuristic 
w.ay  of  accounting  for  large  packets  on  the  channel.  Its  randomness  prevents  synchronization  among 
retransmitting  nodes.  A  special  retransmission  wait  is  aplied  when  the  transmission  failure  is  due  to  bit 
errors.  The  receiving  node  acknowledges  the  packet  through  an  error  acknowledgment.  The  transmitting 
node  u,ses  a  wait  equal  to  the  wait  in  (2.1).  excluding  the  deteiministic  factor.  The  Alternate  Routing 
Protocol  enhances  the  survivability  of  the  network  by  providing  the  capability  to  route  around  failed  or 
ill-functioning  nodes  and  links  without  invoking  the  Routing  Algorithm.  After  three  failed  transmission 
attempts,  a  node  u.-;e.s  the  broadcast  spread-.spectrum  .sequence  to  send  the  packet.  Radios  within  range, 
which  receive  this  packet,  are  allowed  to  acknowledge  it  luid  forward  it  to  its  linai  destination. 


'll  the  receiver  node  l^  the  .‘in.il  deainatioii  lui  „  p*"-!'-’'  die  >p.n.inj  v.Uiie  eonipiiled  i".  ^nl.^ller  he^.lU^e  there  is  no  need  to 
rcla\  the  dat.i  packet 
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2.3  Link  Flow  Control 

The  Link  Window  Protocol  simply  specifies  a  link  window  of  one.  Acks  must  be  received  for  each  packet 
before  the  next  one  can  be  forwarded.  Link  windows  greater  than  one  are  not  implemented  because  of 
the  limited  resources  in  the  nodes  and  the  relative  reliability  of  ack  reception  in  the  architecture,  which 
results  from  the  Moment  of  Silence  Algorithm.  The  .subject  of  optimal  link  window  size  in  SURAP  4 
has  not  been  studied  in  detail. 

K-Bitffering  regulates  the  use  of  buffers  in  a  node.  A  neighbor  relaying  traffic  through  a  node  is 
allowed  to  use  a  maximum  of  K  packet  buffers  in  the  node  at  any  given  time.  The  host  attached  to 
a  node  is  allowed  to  use  a  maximum  of  two  buffers.  If  new  packets  from  a  neighbor  at  its  K  limit 
are  received,  they  are  not  buffered.  A  special  ack  packet  is  returned  to  the  neighbor,  requiring  it  to 
observe  an  exponentially  increasing  waiting  time  for  successive  retransmissions,  until  one  or  more  of  its 
packets  is  forwarded.  Periodically,  a  time-window  averaged  service  time  for  packets  from  each  neighbor 
is  measured.  The  waiting  time  for  K-Buffering  is  based  on  this  average.  The  total  wait,  however,  is 
never  increased  past  a  maximum  value  ( 1 .5  seconds  in  our  design).  This  flow  control  mechanism  is  far 
more  drastic  than  Spacing  or  Retnuismission  wails  and  is  only  invoked  when  the  K  limit  is  reached. 


2.4  Physical  Layer 

The  Parameter  Selection  Algorithm  described  in  Section  1.  adaptively  controls  radio  channel  parameters 
to  provide  a  robust  communication  link  in  spite  of  changes  in  the  channel  characteristics. 

The  Link  Vp  Down  Protocol  specifies  rules  for  establishmg  and  terminating  a  radio  link.  In  this 
report  the  Link  Up/Down  Protocol  is  treated  as  if  it  were  part  of  the  Parameter  Selection  Algorithm,  and 
is  described  along  with  the  algorithm. 

2.5  Network  Layer 

The  Congestion  Control  Algorithm  regulates  end-to-end  flows  in  the  network,  preventing  or  eliminating 
congestion  and  attempting  to  provide  Max-Min  Fair  flow  allocation  among  sources. 

A  path  ration  is  the  maximum  rate  allowed  by  a  node  to  any  flow  whose  path  passes  through  this 
node.  Each  node  computes  a  path  ration  by  monitoring  transceiver  utilization.  CPU  utilization,  buffer  use. 
and  potential  output-link  throughput.  The  resource  utilizations  are  compared  to  thresholds  to  determine 
whether  the  path  ration  should  be  increased  or  decreased.  One  threshold  value  is  very  relevant  to  this 
report.  The  threshold  value  on  the  average  number  of  transmission  attempts  per  packet  is  set  at  1.5 
attempts.  This  threshold  limits  transceiver  contention.  The  minimum  path  ration  among  nodes  in  a 
path  is  communicated  back  to  the  flow  source,  using  a  distributed  algorithm  that  piggy-backs  rations 
in  link-level  acknowledgments.  The  flow  rate  on  each  route  is  then  throttled  according  to  the  received 
minimum  path  ration.  In  this  way  all  sources  .sharing  a  bottleneck  resource  are  throttled  equally.  Sources 
not  affected  by  a  bottleneck  are  not  throttled. 

The  Routing  Algorithm  determines  end-to-end  routes  in  the  network  according  to  two  criteria.  The 
first  is  the  quality  of  links.  The  .second  is  the  hop  count  on  the  route;  the  minimun-hop  path  is  chosen. 
A  link  can  be  either  good  or  had.  The  link  type  is  detennined  by  the  success  of  the  Parameter  .Selection 
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Algorithm  to  establish  communication  between  nodes.  Acceptable  links  are  deemed  good.  Unacceptable 
links,  where  communication  is  still  possible  but  only  after  many  retran.smissions.  are  deemed  bad  links. 
When  communication  seems  impossible  the  link  is  terminated  if  in  existence,  or  rejected  if  requesting 
existence.  A  route  with  one  or  more  bad  links  is  a  second  class  route.  A  route  with  no  bad  links  is  a 
first  class  route.  A  node  first  attempts  to  route  packets  by  using  minimum-hop  first  class  routing.  If  no 
such  route  is  available,  it  uses  the  minimum-hop  .second  class  route. 
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3.  Channel  Considerations 

In  Section  3  we  discass  the  nature  of  the  radio  channel.  Subsection  3.1  discusses  channel  noise  and 
jamming,  and  the  probability  of  packet  error  as  a  fimction  of  these  factors.  Subsection  3.2  discusses 
channel  contention.  Subsection  3.2  also  discusses  the  effect  of  channel  access  on  the  probability  of 
packet  reception  failure.  The  effect  of  interference  from  packets  transmitted  by  nearby  nodes  is  also 
included  in  this  subsection  since  it  is  closely  linked  to  the  contention  process. 

3.1  Noise  and  Jamming 

Radio  channel  Reference  [3]  describes  the  LPR  hardware.  We  will  work  with  only  the  subset  of  the 
hardware  capabilities  that  is  relevant  to  the  Parameter  Selection  Algorithm.  The  algorithm  controls  three 
channel  parameters:  average  transmitter  signal  power,  charmel  bit  rate,  and  FEC  coding  rate.  The  possible 
values  of  these  parameters  appear  in  Table  3.1.  The  hardware  provides  a  choice  of  four  power  levels. 
It  also  provides  a  choice  of  two  charmel  bit  rates.  The  product  of  these  two  panuneters  determines  the 
symbol  energy.  By  symbol  we  mean  the  unit  of  reception  in  the  receiver  hardwiu'e.  For  uncoded  packets, 
each  data  bit  constitutes  a  symbol.  For  coded  packets,  a  data  bit  produces  one  or  more  code  hits  and  each 
code  bit  constitutes  a  symbol.  The  parameter  ‘’charmel  bit  rate"  refers  to  the  symbol  rate.  An  equivalent 
■  term  is  "baud  rate."  The  hardware  provides  a  choice  of  no  FEC  or  three  convolutional  coding  rates.  A 
sequential  decoder  is  used  for  decoding.  The  code  rate  is  defined  as  the  ratio  of  data  bits  to  code  bits.  In 
general,  the  lower  the  rate  is  the  stronger  the  error  correction  capability  of  the  code  is.  The  rate  at  which 
bits  are  transmitted  in  the  channel  is  determined  only  by  the  channel  bit  rate  and  is  independent  of  the 
coding  chosen. 

In  SURAP  4,  as  in  previous  versions  of  SURAP.  each  symbol  (data  bit  or  code  bit)  is  transmitted 
via  a  spread-spectrum  signal.  The  symbol  modulates  a  sequence  of  chips.  Chips  are  polarity  bits.  The 
chip  rate  is  higher  than  the  symbol  rate.  The  chip  rate  is  fi.xed  at  12.8  Mega -chips  per  second.  The  ratio 
of  chip  rate  to  symbol  rate  is  known  as  the  spreading  factor  .V.  For  each  symbol,  the  transmitter  sends 
a  sequence  of  .V  chips.  For  the  100  Kbps  channel  bit  rate,  .V  =  128.  For  the  400  Kbps  channel  bit 
rate.  N  =  32.  The  :V-chip  sequence  is  the  spread-spectrum  sequence  or  spread-spectrum  code.  It  is  a 
pseudo-random  sequence  designed  to  provide  anti-jam  tmd  multiple  access  capabilities.  Specific  use  of 
this  multiple  access  capability  is  one  of  the  improvements  introduced  in  SURAP  4. 

Minimum  Shift  Keying  (MSK)  modulation  is  used  to  transmit  the  chips.  MSK  can  be  regarded  as  a 
bandwidth  efficient  technique  for  Phase  Shift  Keying  (PSK)  mixlulation.  M-ary  PSK  assigns  one  carrier 
signal  phase,  out  of  M  possible  phases,  to  each  v>f  the  M  p<).s.siblc  signal  values  being  transmitted.  Since 
our  chips  are  polarity  bits,  the  MSK  technique  is  used  on  binary  PSK.  Because  of  the  polarity  nature 
of  the  signals  employed,  the  MSK  modulation  that  is  used  falls  into  the  category  of  binar\  antipodal 
signal  sets,  whose  probability  of  error  characteristics  arc  well  understoi.xl.  For  reception  of  a  symbol,  the 
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Table  3.1:  Radio  Parameter  Values 


Power  (mW) 

FEC  rate 

Channel  rate  (Kbps) 

20 

7/8 

400 

125 

3/4 

100 

800 

1/2 

5  -  10  -^ 

receiver  circuit  synchronizes  with  the  carrier  and  makes  a  correlation  operation,  across  the  N  chips  of  a 
received  symbol,  with  a  local  replica  of  the  pseudo-random  sequence  recognized  by  the  receiver.  If  there 
is  a  match,  the  polarity  of  the  correlation  output  determines  which  of  1  or  O^is  the  channel  bit  received. 
If  there  is  no  match,  the  output  will  typically  behave  like  noise  and  will  be  rejected  by  the  circuitry.  In 
FEC  operation,  the  received  symbol  sequence  is  handed  over  to  the  sequential  decoder  to  recover  the 
data  bits  that  make  up  the  received  pticket. 

A  problem  alfecttng  the  channel  bit  error  probability  is  multipath  interference.  Signal  reflection  from 
objects  in  the  geographical  area  can  cause  the  existence  of  multiple  propagation  paths  between  a  sending 
transceiver  and  a  receiving  transceiver.  The  difference  in  path  delays  leads  to  interference  between  the 
originally  received  signal  and  delayed  replicas  of  this  signal.  The  hardware  has  the  processing  capability 
of  distinguishing  several  of  these  replicas,  provided  they  arrive  within  a  given  delay  of  each  other,  and 
coherently  add  their  energy  to  improve  the  received  signal  energy.  This  capability  is  implemented  by  the 
multipath  accumulator  in  the  receiver  circuit.  The  delay  tolerable  by  this  circuitn/  is  approximately  6 
microseconds  when  opearatmg  at  100  Kbps  rate,  and  about  2  microseconds  when  operating  at  400  Kbps 
rate.  The  hardware  can  notify  the  processor  when  the  multipath  accumulator  is  in  operation. 

Bit  error  probability  The  noise  process  resulting  from  ambient  background  noise  and  receiver  thermal 
noise  are  well  modeled  as  Additive  White  Gaussian  Noise  (AWGN).  This  model  corresponds  to  an  ideal 
noise  process  which  is  stationary  and  has  a  constant-power  spectral  density  accross  all  frequencies  (white 
noise).  The  noise  power  is  thus  a  linear  function  of  the  receiver  bandwidth.  When  a  correlation  detector 
or  matched  filter  detector  is  used  to  receive  a  signal',  the  noise  energy  registered  by  the  detector  in  the 
absence  of  the  signal  is  numerically  equal  to  the  value  of  noise-power  spectral  density.  For  detection  in 
AW'GN,  with  equally  likely  transmission  bits,  these  detectors  correspond  to  optimal  detector  design  and 
lead  to  minimum  bit  enor  probability.  They  are  also  fairly  straightforward  to  implement  and  a  matched 
filter  is  used  in  the  LPR  hardware.  Tiie  bit  error  probability  with  this  detector,  for  a  binary  antipodal 
system  like  ours,  is  a  function  of  the  signal-tn-nnise  ratio,  SNR.  The  signal-to-noise  ratio  is  defined  as 
the  ratio  of  signal  energy  to  noise  energy  using  an  optimal  detector,  SNR  =  P  R\).  In  this  expression 
P  is  the  average  received  signal  power.  R  is  the  channel  bit  rate,  and  .V(,  '2  is  the  value  of  the  AWGN 
spectral  density".  The  expression  for  the  bit  error  probability'  is 

Ph  =  Q!\^Ri  .  (.3.1) 

'Tin;  dolcclor  l^  .^^^unlcll  i;i  h.i\e  a  :i:plKM  «i|  llic  iraiisniill-.-il  Myn.ii.  ni>nn.tli/t;d  lo 

"Tl'.iN  density  relers  to  the  joeble-sidod  spetlnim  miivci'lion 
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The  function  Q  (•)  is  the  Gaussian  Q  function.  In  practice,  the  MSK  technique  employed  slightly  improves 
the  bit  error  probability,  but  Q(-)  can  be  used  as  a  good  approximation  to  the  bit  error  probability  of 
an  MSK  system.  A  plot  of  this  function  appears  in  Figure  6.1.  The  error  probability  is  independent  of 
the  signal  shape.  This  implies  that  spread  spectrum  does  not  improve  signal  performance  over  Additive 
White  Gaussian  Noise,  as  long  as  the  symbol  energy  ts  held  constant. 

The  function  in  Figure  6.1  gives  a  one-to-one  invertible  mapping  between  signal-to-noise  ratio  and 
bit  error  probability.  Thus  we  could  estimate  the  signal-to-noise  ratio  in  the  channel  based  on  an  estimate 
of  the  bit  error  probability.  The  Parameter  Selection  uses  an  approximation  to  this  function  when  trying 
to  make  bit  error  calculations.  There  is  no  known  analytic  inverse  for  the  function,  but  the  approximate 
function  can  be  inverted  readily.  Bit  error  calculations  are  described  in  Section  4.2. 


CDMA  The  use  of  pseudo-random  chip  sequences  for  spread-spectrum  transmission  is  known  as  Direct- 
Sequence  spread  spectrum.  When  spread  spectrum  sequences,  or  codes,  are  used  to  provide  multiple 
access  capability,  the  system  is  known  as  Code  Division  Multiple  Access  (CDMA).  In  a  CDMA  system 
signal  detection  errors  are  due  to  channel  noise  (e.g.  AWGN)  and  possible  user  interference.  Spread 
spectrum  sequences  in  a  family  of  CDMA  sequence.s  are  pseudo-orthogonal  to  each  other  and  to  time 
shifted  versions  of  themsleves.  In  other  words,  overlapping  spread  spectrum  signals  look  to  each  other 
like  random  noise.  A  detector  matched  to  one  sequence  is  poorly  matched  to  other  sequences  and  poorly 
matched  to  replicas  of  the  same  sequence  which  are  time  shifted  by  more  than  one  chip  period,  modulo 
the  spreading  factor.  When  the  receiver  de-spreads  the  intended  signal,  by  correlating  the  received  signal 
with  the  local  copy  of  the  spread-spectrum  sequence,  it  rejects  most  of  the  energy  from  signals  of  other 
users.  The  bit  error  probability  in  a  CDMA  system  depends  on  the  number  of  simultaneous  users,  their 
proximiry  and  their  power,  the  spreading  factor,  and  the  energy  of  the  user  Si.tnal  being  detected.  Several 
authors  have  addressed  the  problem  of  characterizing  this  probability  of  error  [11.  0].  It  turns  out  that 
the  same  expression  as  for  the  AWGN  case  applies,  but  with  the  signal-to-noise  ratio  redefined.  Let  d, 
denote  the  distance  between  the  transmitter  and  receiver  pair  trying  to  achieve  communication  and  dj  be 
the  distance  between  and  interfering  transmiiiCr  j  and  the  same  receiver.  Let  o  be  the  set  of  other  nodes 
transmitting  simultaneously  within  range  of  a  receiver  and  Pj  be  the  transmit  power  in  use  by  interfering 
node  j.  Let  T  be  the  duration  of  a  chaimel  bit.  assumed  equal  for  all  users.  T  is  the  lec  .procal  of  the 
channel  bit  rate  R.  The  signal-to-noise  ratio  for  CDMA  is  defined  as 


SNRcdma  = 


p.r 


(3.2) 


P,  is  the  received  average  power  of  the  desired  signal,  from  transmitter  i.  We  have  written  the  expression 
explicitly  in  terms  of  the  transmitter  powers,  instead  of  just  the  received  signal  energy,  so  that  we  could 
incorporate  the  effect  of  near-far  considerations,  as  in  [9).  The  summation  in  the  denominatcir  is  over 
all  interfering  transmissions.  The  exponent  u  repre.sents  the  propagation  law  that  applies  to  the  network. 
For  isotropic  propagation  m  free  space  o  =  3.  since  the  sp''.'.iai  power  density  of  an  electromagnetic 
wave-lront  decreases  with  file  squ.irc  uf  the  disuintc  ".uvcicd.  Foi  piopagaiiuil  uf  radio  .-.igiial.s  along  the 
ground,  which  is  more  realistic  for  packet  radivi  networks,  o  is  experimentally  found  to  lie  between  ? 
and  4.  This  value  rctlects  the  effect  of  muitipath  fading  due  to  ground  aiui  obstacle  rellectioiis.  Because 
of  the  multipath  accumulators  in  the  LPRs  the  effect  is  noi  expected  to  be  as  pronounced  in  the  SL'R.\P 
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environment.  The  propagation  law  implies  that  near  radios  contribute  a  lot  more  to  interference  titan  do 
far  radios.  An  intertering  radio  at  the  same  distance  as  transmitter  i  experiences  the  equivalent  of  having 
its  transmitter  power  decreased  by  a  factor  equal  to  the  spreading  factor  once  the  receiver  de-spreads  the 
signal.  Differences  in  channel  bit  rates  among  different  interfering  users  is  immaterial  since  the  chip  rate 
is  fixed.  The  spreading  factor  N  in  the  expression  represents  the  pseudo-orthogonality  property  of  the 
spread  spectrum  sequences. 

Equation  (3.2)  tells  us  that  the  effect  of  CDMA  interference  is  equivalent  to  a  time  varying  signal-to- 
noise  ••atio  in  tne  point-to-point  channel  between  the  transmitter  and  receiver  attempting  to  communicate. 
It  also  says  that  CDMA  interference  is  dependent  on  the  channel  parameters  chosen  by  LPR’s  within 
range  of  the  channel  receiver.  The  fate  of  packets  in  this  channel  will  lead  to  parameter  adaptation,  which 
may  lead  to  the  parameter  adaptation  in  neighboring  nodes.  We  will  return  to  this  issue  later. 


CDM.\  interferers  An  idea  of  the  number  of  CDMA  interferers  that  will  overlap  a  packet  reception  at 
a  given  transceiver  can  be  obtained  by  an  analogy  to  the  unslotted  Aloha  system.  Consider  the  CDMA 
interference  experienced  by  a  test  packet  reception.  Interference  consists  of  packet  transmissions,  within 
range  of  the  receivmg  transceiver,  which  are  still  in  progress  when  the  test  packet  amves.  It  also  consists 
of  packet  transmissions  within  range  that  begin  white  reception  of  the  test  packet  is  still  in  progress. 
Transmissions  prior  to  arrival  of  the  test  packet  must  not  have  captured  the  transceiver,  or  the  test  packet 
will  not  be  received,  and  are  likely  to  be  transmissions  directed  to  other  nodes.  Transmissions  made  after 
the  test  packet  arrives  can  be  directed  to  the  same  transceiver  as  the  test  packet  since  the  transceiver  will 
have  already  locked  onto  the  test  packet.  The  process  of  interfering  transmissions  which  are  powerf  ul 
enough  to  cause  errors  in  the  test  packet  is  exactly  analogous  to  an  unslotted  Aloha  system  In  this 
Aloha  system  the  collision  probability  is  given  by  the  probability  that  a  transmission  is  present  when 
the  test  packet  arrives,  times  the  probability  that  a  transmission  begins  before  the  test  packet  ends.  The 
throughput.  S,  of  unslotted  Aloha.  S  =  peaks  when  the  number  of  transmissions  per  mean 

packet  time,  G,  reaches  0.5.  The  throughput  at  this  point  is  e”'  t:  0.18  packets  per  packet  time,  for 
an  average  number  of  attempts  per  packet  equal  to  0.5/0.18  ^  2.78.  With  the  Poisson  assumptions 
of  the  unslotted  Aloha  system,  the  maxin.'uT.  average  of  1.5  transmissions  per  packet  enforced  by  the 
Congestion  Control  Algorithm  corresponds  o  G  S  =  1.5  =  or  a  number  of  transmissions  per  mean 
packet  time  approximately  equal  to  0.2.  The  probabilities  of  one.  two.  and  three  collisions  within  one 
mean  packet  time  before  or  after  the  arrival  of  a  test  packet  are  0.27.  0.05.  and  0.007.  respectively.  We 
expect  similar  probabilities  to  apply  in  our  network.  The  Retransmission  Protocol  we  use  will  further 
reduce  these  probabilities  since  pure  Aloha  assumes  a  constant  retransmission  rate. 

V/hat  the  above  example  tries  to  argue  is  that  situations  in  which  packet  receptions  experience  much 
more  than  0.3  CDMA  collisions  on  average  are  incompatible  with  a  sound  number  of  transmission  at¬ 
tempts  per  packet  in  SURAP  4.  Moreover,  when  other  transmitters  send  to  the  same  receiver,  the  number 
is  even  lower  since  1.5  transmissions  per  packet  must  include  the  effect  of  transceiver  blocking.  The 
Retransmission  Protocol  will  further  reduce  the  number  in  cither  situation.  The  arguments  discussed 
probably  apply,  with  somewhat  ditlereni  values,  to  other  network  archiieciures  as  long  a.s  .sornc  i.on- 
gestion  control  mechanism  is  in  place.  High  CDMA  intert'erence  situations  lead  to  a  large  number  of 
retransmissions  and  How  control  mechanisms  throttle  the  affected  How  to  a  point  ^v,here  CDM.A  inter¬ 
ference  stops  being  „  problem.  For  this  rea.son  we  prefer  to  treat  CDMA  interference  as  a  secondary 
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consideration  when  adapting  to  channel  no  se  and  jamming.  The  noise  perceived  by  the  traffic,  in  steady 
state,  will  be  mostly  the  channel  noise  and  Jamming  noise  in  the  channel,  and  only  occasionally  the 
CDMA  interference.  Realistic  network  simulations  will  decide  if  we  need  to  modify  the  algorithm  to 
overcome  problems  caused  by  CDMA  interference. 

Jamming  Jamming  is  generally  perceived  as  a  decrease  in  chiuuiel  signai-to-noise  ratio.  The  amount 
of  decrease  depends  on  the  specific  type  of  jamming  signal. 

The  original  role  of  spread-spectrum  communications  was  as  an  anti-jamming  mechanism.  The  effect 
of  Continuous  Wave  (CW)  Wide-Band  Jamming,  which  has  a  flat  spectrum  over  the  jammed  signal 
bandwidth,  is  analogous  to  that  of  CDMA  interference.  The  probability  of  error  can  be  found  by  defining 
the  signal-to-noise  ratio  as 

P,T 

^bJRcDMA.J  ~  p  7.  I  .  p  T*  (3.3) 

where  dj  is  the  jiunmer  distance  to  the  receiver.  The  jammer  power  appears  attenuated  b\  the  spreading 
factor  of  .V  at  the  receiver.  The  result  can  be  generalised  to  include  situations  with  many  jammers. 
The  combined  effect  of  jamming  and  CDMA  interference  is  a  time  varying  signal-to-noise  ratio  which 
depends  on  the  number  and  power  of  interfering  u.sers.  the  power  of  the  jammer,  and  the  distances  of 
users  and  of  the  jammer  to  the  receiver.  A  simitar  expression  applies  to  a  narrow-band  jammer,  except 
that  jamming  power  is  atcenuated  by  a  factor  less  than  .V.  For  a  pulsed  jamming  situation,  where  the 
pulse  lasts  longer  than  the  channel  bit.  using  the  signal-to-noise  ratio  is  usually  not  an  appropriate  way 
to  compute  the  error  probability  and  underestimates  the  proper  value.  Errors  tend  to  cluster  together  and, 
for  jammer  power  that  is  capable  of  producing  bit  errors,  the  error  probability  is  mainly  determined  by 
the  pulse  duty  factor.  Clustered  errors  are  overcome  to  .some  extent  by  the  interleaving  capabilities  of 
the  LPRs  operating  in  FEC  mode. 

FEC  In  the  SURAP  environment  a  link  implements  FEC  communication  in  the  following  form.  A 
Cyclic  Redundancy  Check  (CRC)  field  is  computed  for  the  packet  to  be  sent  and  appended  to  it.  The 
resulting  packet  is  handed  to  the  convolutional  encoder  in  the  LPR.  The  encoded  packet  is  interleaved 
and  transmitted.  The  receiver  de-interleaves  the  packet  and  hands  it  to  the  sequential  decoder.  If  the 
packet  is  decoded  before  a  time-out  interval  the  CRC  is  used  to  check  if  the  decoded  packet  has  any 
errors.  In  the  event  of  time-out  or  packet  errors  the  packet  is  dropped. 

Characterizing  bit  error  probability  when  FEC  is  used  is  not  ea.sy.  Nachum  Shacham  [  14]  has  analyzed 
the  throughput  achievable  with  ARQ  strategies  on  a  radio  link  using  sequential  decoding.  The  probability 
of  packet  error  here  was  approximated  by  the  probability  that  the  sequential  decoder  times  out  before 
finishing  decoding.  This  probability  can  be  found  by  using  the  Pareto  distribution  approximation  to  the 
decoding  delay  of  a  sequential  decoder.  The  probability  depends  on  the  time-out  value  chosen.  The 
method  could  be  extended  to  incorporate  a  model  where  packets  decoded  w  ithin  the  time-out  period  ma) 
still  experience  errors.  The  probability  ot  these  events  would  have  to  be  incorporated  into  the  model  foi 
packet  error  probability. 

One  v/ay  to  represent  the  effect  of  FEC  on  bit  error  probability  is  as  a  coding  gain  on  the  signal-to- 
noi.se  ratio.  The  .same  bit  eror  probabiliiy  after  decoding,  which  is  achieved  by  uncoded  iransinission. 
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can  be  achieved  at  a  lower  channel  signal-to-noise  ratio  if  FEC  is  in  use.  Alternatively,  for  a  given 
channel  signal-to-noise  ratio,  a  lower  bit  error  probability  can  be  achieved  with  FEC  than  without  it.  We 
propose  to  repre.sent  the  effect  of  FEC  gain  as  a  coding  gain  on  the  channel  signal-to-noise  ratio.  That 
is.  the  bit  error  rate  of  the  system  is  found  by  replacing  G^^P,T  for  the  desired  signal  energy  P,T  in 
the  expression  for  signal-to-noise  ratio.  The  factor  depends  on  the  FEC  rate  used  and  constitutes 
the  coding  gain  on  the  signal-to-noise  ratio.  Unforttmately  this  gain  will  in  fact  depend  on  the  channel 
signal-to-noise  ratio.  However,  data  from  the  Linkabit  Corporation  given  to  Hazeltine,  the  company  in 
charge  of  LPR  hardware  development  in  the  SURAN  packet  radio  project,  indicates  that  the  concept  of  a 
constant  FEC  gain  is  a  good  approximation  over  the  operating  range  illustrated  in  Figure  6.2.  The  figure 
shows  the  probability  of  bit  error  versus  signal-to-noise  ratio  for  several  FEC  choices  using  sequential 
decoding  and  using  hard  and  soft-decoding  techniques.  In  particular,  the  two  curves  in  bold  lines  refer  to 
rates  1/2  FEC  hard-decoding  and  3/4  FEC  hard-decoding.  The  figure  shows  that  the  1/2  FEC  choices  has 
an  almost  constant  signal-to-noise  ratio  gain  of  1.2  dB  over  the  3/4  FEC  choice  over  the  lO""*  to  10"’ 
bit  error  rate  range..  Moreover,  die  3/4  FEC  choice  shows  a  signal-to-noise  ratio  gain  that  varies  between 
3  dB  and  3.45  dB  with  respect  to  the  bit  error  rate  curve  for  binary  PSK  evaluated  over  the  same  bit 
error  rate  range  shown  in  the  figure. 

The  signal-to-noise  ratio  gain  values  obtained  f'om  Figure  6.2  diler  from  the  gain  values  obtained 
from  [3]  and  used  in  this  report  (see  Table  3.2).  We  have  used  the  values  in  [3]  because  at  the  time  of 
obtaming  the  information  the  encoding-decoding  hardware  was  still  experiencing  hardware  problems  and 
did  not  seem  to  be  able  to  achieve  the  gains  expected.  Before  implementation  of  the  algorithm,  it  would 
be  necessaty  to  use  field  tested  FEC  performance  curves  to  assign  nominal  FEC  gains  to  each  of  the  FEC 
coding  rates. 

Packet  error  probability  Pursley  and  Taipale  have  also  investigated  the  pert’ormance  of  convolutional 
codes,  operating  with  a  Viterbi  decoder.  For  a  packet  of  length  L  bits,  the  upperbound  1  -  (I  -  Pu)^ 
is  derived  for  the  packet  error  probability^.  Pu  is  a  bound  on  the  probability  of  coming  across  the 
wrong  decoding  path  in  the  decoder,  and  is  independent  of  the  packet  length.  The  upperbound  accurately 
describes  the  dependence  of  packet  errors  on  packet  length.  Even  though  Viterbi  decoding  and  sequential 
decoding  are  different  mechanisms,  the  search  procedure  in  sequential  decoding  is  essentially  a  heuristic 
approach  to  the  optimal  search  procedure  of  the  Viterbi  decoder.  The  role  of  P^  in  the  packet  error 
probability  of  a  sequential  decoder  is  similar  in  nature  and  is  often  used  as  a  first  step  in  deriving  bounds 
on  the  error  probability  of  the  decoder.  We  expect  a  similar  dependence  of  packet  error  probability  on 
packet  length. 

This  type  of  dependence  on  packet  length  is  the  .same,  or  similar  in  the  case  of  sequential  decoding, 
to  the  dependence  that  applies  in  an  uncoded  system.  Under  AWGN  assumptions,  a  given  channel  signal- 
to-noise  ratio  translates  into  a  bit  error  probability  Pbit.  Bit  errors  are  independent,  identically  distributed 
Bernoulli  random  variables  and  the  probability  of  a  packet  reception  containing  one  or  more  bits  is 

1-(1-Pb„)''  (3.4) 

The  dependence  of  (post-decoding)  packet  error  probability  on  packet  length  will  be  exploited  by  the 
algorithm  in  the  context  of  error  acknowledgements  (Section  4.2). 

•'P,,  IS  ilie  union  bound  lor  hrsi-e\’.-nl  error  prob.ibiliiv. 
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Table  3.2;  SNRGain  Value 


Power 

gain  (dB) 

FEC 

gain  (dB) 

Channel  rate 

gain  (dB) 

20  mW 

0 

none 

0 

400  Kbps 

0 

125  mW 

8 

7/8 

7 

100  Kbps 

6 

800  mW 

16 

3/4 

4.6 

5  W 

24 

1/2 

7.5 

Gain  The  SNRgain  obtained  by  increasing  power  or  decreasing  channel  bit  rate  is  due  to  the  increase 
in  symbol  energy  PtT.  The  gain  in  these  cases  is  a  fairly  robust  parameter  and  is  easy  to  calculate.  The 
gain  obtained  from  decreasing  the  FEC  rate  is  a  coding  gain.  It  depends  on  the  channel  noise  process 
and  in  particular  on  the  distribution  of  channel  bit  errors.  Interleaving,  for  example,  tries  to  ensure  that 
errors  are  not  clustered,  even  in  pulsed  jammer  situations.  FEC  gain  also  depends  on  the  prevailing 
signal-to-noise  ratio  value  m  the  channel.  It  is  a  less  robust,  less  predictable,  quantity  rhan  gain  resulting 
from  symbol  energy.  A  nominal  FEC  gain  may  be  calibrated  for  the  LPR's  for  ideal  AWGN  channels. 
Under  certain  situations,  however,  the  actual  gain  experienced  may  be  less  than  the  nominal  gain.  The 
algorithm  design  must  take  into  account  this  possibility  to  avoid  implementing  a  gain  lower  than  the  gain 
required  by  the  channel. 

Table  3.2  expresses  the  information  of  Table  3.1  in  the  form  of  relative  SNRgain  with  respect  to  a 
set  of  reference  parameters.  The  reference  parameters  chosen  are  lowest  power,  no  FEC.  and  400  Kbps 
channel  bit  rate.  They  are  chosen  because  each  of  them  gives  the  least  amount  of  protection  against  noise 
among  all  possible  parameters.  The  information  on  coding  gain  for  FEC  values  was  obtained  from  [3] 
and  corresponds  to  the  values  for  hard-decoding.  The  gain  value  for  7/8  FEC  rate  was  not  available.  We 
will  use  a  nominal  value  of  4  dB  for  this  gain  when  a  numerical  value  is  necessary  in  the  report.  The 
nominal  gain  for  a  choice  of  parameters,  '•elative  to  a  choice  of  lowest  power,  no  FEC.  and  400  Kbps,  can 
be  found  by  adding  the  individual  relative  gain  of  each  parameter  using  the  values  in  Table  3.2.  Consider 
a  gain  comparison  between  two  different  parameters.  Since  the  true  gain  of  the  FEC  choice  can  turn  out 
to  be  different  from  the  nominal  gain  in  the  table,  we  cannot  be  certain  of  the  result  of  the  comparison 
in  some  cases.  As  an  example  consider  the  following  two  sets  of  parameters.  The  first  choice  consists  of 
800  mW  of  power.  FEC  rate  equal  to  1/2.  and  channel  bit  rate  of  400  Kbps.  The  nominal  relative  gain  is 
23,5  dBs.  The  second  choice  consists  of  800  mW  of  power,  no  FEC.  and  ch.mnel  bit  rate  of  100  Kbps. 
The  nominal  relative  gain  in  this  case  is  22.0  dBs.  The  conclusion  is  that  the  first  choice  gives  greater 
gam  and  hence  should  perform  better  m  noise.  However,  suppose  that  the  noise  consists  of  pulsed  and 
chirped  jamming,  and  that  this  results  in  a  true  relative  gain  of  only  5  dBs  for  FEC  rate  1/2.  Then  the 
first  choice  of  parameters  has  a  true  relative  gain  of  21.0  dBs.  and  will  in  fact  perform  worse  than  the 
second  choice. 

This  problem  in  deciding  which  parameter  triplet  gives  greatest  gain  is  a  result  of  the  limited  model 
we  are  usmg  for  FEC  gain.  However,  modeling  FEC  gain  lor  sequential  decoding  over  tlie  whole  range 
of  operating  conditions  is  difficult.  To  live  with  the  problem  one  could  simply  use  a  random  search 
over  the  set  of  possible  choiees  until  the  one  that  performs  best  is  found.  Unfortunately  this  could 
comprom:  ,c  ‘he  speed  at  which  the  algorithm  adapts  to  changes  in  noise.  Our  approach  consists  of  using 
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a  set  of  parameter  choices  for  which  v/e  are  certain  of  their  relative  gains.  This  is  achieved  by  using  a 
set  of  parameter  combinations  so  that  if  the  nominal  gain  of  one  combination  is  greater  than  the  gain  of 
another  combination,  each  piirameter  in  the  first  combination  has  a  gam  greater  than  the  corresponding 
parameter  in  the  second  combination.  The  combinations  in  the  example  given  above  do  not  fulfill  this 
parameter-wise  monotonicity  property  and  hence  these  combinations  would  not  be  used  by  the  algoritlim. 

3.2  Contention  and  CDMA  Interference 

The  following  factors  prevent  successful  packet  reception: 

•  Blocking.  i.e.  the  receiving  transceiver  is  busy 

•  CDMA  interference  resulting  in  bit  errors 

•  Channel  noise  resulting  in  bit  errors 

We  assume  that  if  a  packet  arrives  while  the  irankeiver  is  idle,  the  transceiver  can  synchronize  to 
the  packet  and  reception  begins.  CDMA  interference  is  related  to  both  blocking  and  channel  noise.  It  is 
related  to  blocking  in  that  it  correlates  with  channel  contention:  it  occurs  only  when  packets  overlap  at  the 
receiving  transceiver.  It  is  related  to  channel  noise  in  that,  given  there  is  overlap,  it  leads  to  packet  errors 
in  a  manner  similar  to  channel  noise  by  decreasing  the  signal-to-noise  ratio.  In  one  fundamental  sense, 
however.  CDMA  interference  is  better  treated  as  analogous  to  blocking  than  to  channel  noise.  Channel 
noise  levels  are  independent  of  network  behavior  while  CDMA  interference,  like  blocking,  is  affected 
and  can  be  controlled  by  network  behavior.  The  Parameter  Selection  Algorithm  is  the  only  mechanism 
the  network  has  to  adapt  to  channel  noise.  Because  link-layer  protocols  and  end-to-end  flow  control 
regulate  blocking,  and  hence  CDMA  interference,  our  design  is  biased  towards  solving  the  problem  of 
link  quality  in  varying  channel  noise.  CDMA  interference  is  treated  as  a  .cecond  order  problem.  We  will 
return  to  this  issue  later  in  this  subsection. 

It  is  important  for  the  algorithm  to  distinguish  if  attempted  transmi.ssions  fail  because  of  blocking 
or  channel  noise.  In  contention  situations  the  appropriate  action  is  to  minimize  packet  overlap  at  the 
transceiver,  and  to  minimize  transmission  power  in  the  case  of  CDMA  interference.  These  goals  can 
be  accomplished  by  reducing  the  rate  of  packet  transmissions  in  the  neighborhood  of  the  receiving  node 
and/or  the  packet  overhead  due  to  coding  and  channel  bit  rate.  In  the  .second  situation  the  appropriate 
action  is  to  mcrease  channel  gain.  This  would  entail  increasing  power,  decreasing  FEC  rate,  or  decreasing 
channel  bit  rate,  all  of  which  run  counter  to  the  measures  required  in  blocking  and  CDMA  interference. 

Contention  Traffic  rates  and  packet  durations  on  the  charuiel  are  the  factors  responsible  for  packet 
overlap  at  a  receiving  node.  The  probability  of  a  packet  being  blocked  will  monotonically  increa.se  in 
both  of  these  factors.  A  packet  sent  to  a  node  faces  contention  for  the  u-an.sceiver  from  other  transmissions 
to  the  same  node,  and  iVum  transmissions  by  that  node  to  other  neighbors.  In  particular,  let  \j  denote 
the  carried  load,  m  packets  per  unit  time,  from  a  neighbor ./  sending  to  the  receiving  node  and  A',  be  the 
carried  load  from  the  receiving  node  to  a  neighbor  k.  Canied  load  means  the  steady  state  sustainable 
packet  tluoughput  rate.  If  the  average  number  of  transmissions  per  packet  on  an  output  link  A-  is  r',,.  and 
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th^  duration  of  a  packet  on  a  link  k  is  *hen  the  probability  of  packet  blocking  at  the  receiving  node 
can  be  assumed  monotonically  increasing  in 

■  (3.5) 

& 

where  O  denotes  the  set  of  other  nodes  transmitting  to  the  receiving  node  imd  .(  denotes  the  set  of  nodes 
that  this  receiving  node  transmits  to. 

The  network  has  two  main  mechanisms  to  regulate  the  level  of  contention  at  network  nodes.  These 
are  the  link-layer  retransmission  strategy  and  the  end-to-end  flow  control  algorithm  which  are  documented 
in  [8]  and  [5]  respectively,  and  were  summarized  in  Section  2.  The  retransmission  strategy  is  ak»  i  to 
a  polynomial  back-off  strategy.  The  more  attempts  required  for  a  packet  transmission  the  longer  tlie 
wait  is  to  the  packet's  next  retransmission.  The  wait  is  a  constant  plus  a  random  part  over  an  mterval 
which  is  an  affine  function  (linear  plus  constant)  in  the  numbt-  ol  aUempts.  Thus,  in  a  situation  with 
many  nodes  contendLig  for  a  transceiver,  the  strategy  attempts  to  prevent  a  retransmission  avalanche. 
The  end-to-end  flow  control  algorithm  is  part  of  the  Congestion  Control  Algorithm.  When  tht  number 
of  transmission  attempts  per  packet  to  a  given  node  exceeds  a  “target"  value,  the  receiving  node  will 
cause  participating  flows  to  slow  down  by  reducing  their  flow  allowance  (path  ration,  in  the  jargon  of  the 
Congestion  Control  Algorithm).  Increasing  channel  gain  in  situations  like  this  would  have  the  adverse 
effect  of  introducing  unwanted  power  or  channel  packet  time  overhead,  which  only  increases  contention 
or  CDMA  interference. 

CDMA  Interference  SNRgain  increases  CDMA  interference.  CDMA  interference  among  nodes  shar¬ 
ing  a  common  receiver  node  can  be  controlled,  to  some  extent,  by  link-layer  and  end-to-end  flow  cont- 
actions.  Interference  resulting  from  traffic  directed  to  other  receiver  nodes  cannot  be  directly  controlled 
by  these  network  actions  and  is  likely  to  result  in  a  certain  amount  of  gain  increase. 

The  probability  of  CDMA  interference  is  similarly  related  to  traffic  rates  and  packet  durations  in 
the  vicinity  of  the  receiving  node.  This  time  however,  the  probability  includes  not  only  the  events 
consisting  of  transmissions  in  progress  when  a  packet  arrives  at  the  receiver,  but  also  events  consisting  of 
transmissions  within  range  that  begin  while  the  reception  of  this  packet  is  in  progress.  Let  'k  be  the  set 
of  radios  within  range  of  the  receiving  node  which  transmit  to  nodes  other  than  the  receiver  of  interest. 
The  probability  of  a  transmission  overlapping  reception  of  a  packet  from  neighbor  i  at  this  receiver  can 
be  assumed  proportional  to  the  value  of  the  expression  in  (3.6).  For  convenience  we  have  septuated  the 
terms  into  two  groups.  The  first  group  represents  traffic  from  the  set  ©.  and  would  be  directly  affected 
by  flow  control  actions  from  the  test  receiver.  The  second  group  represents  traffic  from  the  set  4'.  and 
would  only  be  affected  indirectly  by  flow  control  actions  from  the  same  receiver.  The  constants  (ij  are 
inuoduced  in  rhe  expression  to  account  for  the  near-far  CDMA  phenomenon.  They  equal  one  if  the 
transmission  on  link  j  is  capable  of  causing  measurable  interference  at  the  receiving  node  and  equal  zero 
otherwise.  This  includes  the  distance  and  spreading  factor  discussed  in  subsection  3.1. 

H 

The  correlation  that  exist.s  between  blocking  and  CDM.^  interference  can  be  seen  m  this  expression.  The 
flows  from  neighbors  j  sending  to  the  receiving  node  under  study,  and  the  packet  durations  /  for  these 
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flows,  increase  both  blocking  and  CDMA  interference.  The  retransmission  strategy,  in  the  short  run.  and 
the  flow  control,  in  the  long  run,  will  throttle  traffic  until  the  average  number  of  transmissions  per  packet 
to  the  node  stay  below  the  target  value,  cunently  set  at  1.5.  Flows  corresponding  to  transmissions  not 
directed  at  this  receiving  node  are.  to  a  first  order,  unaffected  by  the  network  control  actions  described. 
Hence  they  remain  and  are  registered  as  background  noise  by  nearby  nodes.  If  their  interference  results  in 
a  completely  lost  packet  transmission,  the  retransmission  strategy  and  the  flow  control  will  tend  to  adjust 
to  it.  This  is  the  case  for  nodes  very  close  to  each  other.  If  their  interference  results  in  occasional  bit 
errors,  the  Parameter  Selection  Algorithm  will  perceive  them  as  channel  noise  and  increase  channel  gain. 
This  is  a  risky  action  since  two  nodes  within  range  can  lock  themselves  into  a  futile  battle  of  increasing 
channel  gains.  Since  there  is  an  element  of  randomness  in  packet  transmissions,  and  hence  packet 
overlap,  and  since  the  retransmission  strategy  comes  into  play  on  failed  attempts  we  have  considered  this 
possibility  a  second-order  consideration.  We  are  in  the  process  of  modeling  the  behavior  of  the  algorithm 
in  a  realistic  simulator  that  includes  all  link-layer  protocols  and  a  detailed  model  of  the  radio  channel. 
These  simulations  will  help  decide  to  what  extent  the  above  concern  is  a  problem.  Alternate  Routing 
Protocol  presents  another  consideration  because  it  may  also  contribute  to  increased  transmissions  in  the 
neighborhood,  creating  a  tendency  to  increase  channel  gains  unnecessarily. 


Contention  versus  Noise  We  have  simplified  the  problem  of  how  to  adjust  channel  gain  to  a  problem 
of  distinguishing  channel  contention  from  channel  noise  and  reacting  accordingly.  It  is  appropriate  to 
ask  what  the  strategy  should  be  for  the  Parameter  Selection  Algorithm  in  a  given  network.  When  a 
transmission  fails  because  of  channel  contention,  the  Parameter  Selection  Algorithm  should  not  respond 
by  increasing  gain  because  the  joint  action  by  nodes  tran.smitting  to  a  common  transceiver  will  probably 
result  in  increased  contention  or  CDMA  interference.  Another  interesting  possibility  is  to  require  the 
Parameter  Selection  Algorithm  to  decrease  the  gain  in  this  situation.  This  rule  is  being  tested  in  the 
version  of  the  algorithm  developed  by  Rockwell,  a  contractor  for  the  SURAP  3.  The  idea  -is  to  reduce 
the  contention  process.  We  have  preferred  to  leave  the  responsibility  of  dealing  with  contention  to  the 
link-layer  and  network-layer  algorithms.  The  back-off  strategy  and  a  stable  feasible  flow  operating  point 
seem  better  suited  to  control  contention  and  CDMA  interference  than  the  Parameter  Selection  Algorithm, 
whose  primary  goal  is  to  adapt  to  noise. 

Now  consider  a  situation  where  chaimel  noise  is  the  cause  of  failed  transmissions.  We  look  at  the 
chaimel  packet  time  overhead,  and  the  packet  forwarding  delay  on  a  link,  as  a  function  of  a  reference 
channel  signal-to-noise  ratio,  for  several  combinations  ot  paraiiictcrs.  will  argue  that  a  compromise 
between  high  link  throughput  and  low  channel  overhead  can  be  achieved  by  maintaining  a  low  value 
of  packet  enor  probability.  This  analysis  considers  a  situation  with  no  contention  on  the  link.  All 
retransmissions  stem  from  packet  errors  because  of  noise.  The  combination  of  parameters  presented  is 
based  on  the  desire  for  monotonicity  of  gain  over  an  ordered  set  of  parameter  selections  (see  Section 
4.2).  Even  though  our  algorithm  design  calls  for  always  using  some  FEC.  we  have  included  a  “no  FEC“ 
selection  in  the  analysis,  and  excluded  the  rate  7/8  FEC  parameter  choice.  This  FEC  rate  was  excluded 
from  the  analysi.s  because  there  was  no  nominal  gam  avuilable  for  this  FEC  choice.  The  method  to  be 
explained  is  general  enough  that  these  con.siderations  will  not  alter  the  conclusions. 

Figure  6.3  plots  the  average  packet-time  oserhead  in  the  channel  as  a  function  of  channel  signal-to- 
noi.se  ratio.  The  plots  correspond  to  l(X)0-bii  packets.  The  overhead  is  norniali/ed  to  a  l()(K)-bit  packet 
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transmitted  at  400  Kbps  and  no  FEC,  this  is.  a  2.5  millisecond  transmission.  The  overhead  includes 
retransmissions  resulting  from  packet  errors.  Selection  1  corresponds  to  no  FEC,  400  Kbps:  selection  2 
is  3/4  FEC.  400  Kbps;  selection  3  is  1/2  FEC,  400  Kbps;  selection  4  is  1/2  FEC,  100  Kbps. 

To  be  able  to  compare  their  performance  they  are  all  ploted  against  the  SNRat  the  receiver  that  would 
apply  for  selection  1.  The  overhead  is  found  by  computing  the  packet  error  probability.  PpM.  tor  the 
SNRand  computing  the  expected  value  of  channel  use  in  transmitting  the  packet.  is  found  by  adding 
the  relative  channel  gain  of  the  selection  with  respect  to  selection  1,  expressed  in  dB's,  to  the  SNRvalue 
experienced  by  selection  1.  The  resulting  higher  SNRvalue  is  used  as  the  SNRvalue  in  Figure  6.1  to  tind 
the  bit  error  probability  and  then  equation  (3.4)  to  compute  Ppki. 

For  each  selection  it  can  be  seen  that  for  sufficiently  high  SNR  values,  the  overhead  corresponds  to 
a  single  transmission  of  the  packet.  For  sufficiently  low  SNRvalues,  the  overhead  corresponds  to  six 
transmissions  of  the  packet.  The  region  in  between  corresponds  to  Pp^t  varying  between  the  two  extremes 
Ppkt  0.0  and  Ppki  1.0.  The  slopes  of  the  transition  reflect  the  individual  packet  overhead  that  applies 
for  each  selection.  To  minimize  channel  overhead,  the  algorithm  should  strive  to  operate  along  the  hull 
of  the  combined  loci  of  curves  in  the  graph.  In  theory,  as  channel  signal-to-noise  ratio  decreases,  the 
algorithm  should  change  from  selection  1  through  4.  in  numerical  order.  The  optimal  switch-over  pomts 
in  the  figure  correspond  to  SNRvalues  of  7.7  dB.  2.9  dB.  and  -1.23  dB  in  the  horizontal  axis.  The  packet 
error  probabilities  that  apply  can  also  be  computed.  While  using  selection  1 ,  Ppkt  increases  from  0.0  to 
0.24,  when  the  change  to  selection  2  occurs.  With  the  new  selection  the  probability  decreases  again  to 
near  zero.  As  SNRdecreases  further,  the  change  to  selection  3  occurs  when  Ppki  0.33,  and  to  selection 
4  when  Ppki  :=  0.84.  If  SNRincreases,  Ppu  will  tend  to  zero,  and  the  algorithm  should  attempt  to  switch 
back  progressively  towards  selection  1. 

Having  considered  optimal  parameter  selections  for  minimizing  overhead  on  the  channel,  let  us  con¬ 
sider  optimal  selections  for  minimizing  the  packet  forwarding  delay,  still  assuming  no  channel  contention. 
Figure  6.4  shows  the  average  packet  forwarding  delay  for  the  same  system  of  1000-bit  packets.  The  delay 
is  normalized  to  2.5  milliseconds  as  before.  The  delay  is  computed  by  computing  for  the  SNR¬ 
value  and  computirg  the  expected  total  delay  to  packet  success  using  equation  (2.1)  of  Section  2.  Lini; 
th.  mghput  can  be  found  as  ihe  reciprocal  of  link  delay.  For  each  selection  we  observe  that  for  high 
SNR  values  the  delay  consists  simply  of  the  transmission  time.  At  a  certain  SNR  value  there  is  a  steep 
increase  m  delay  with  decreasing  SNR.  This  is  due  to  retransmissions.  To  maximize  link  throughput, 
or  minimize  link  forwarding  delay,  the  algorithm  should  strive  to  operate  at  the  hull  of  the  loci,  as  for 
minimizing  overhead,  except  that  the  switch-over  points  have  changed.  The  SNRvalues  obtained  as  the 
algorithm  switches  from  selection  I  through  4  are  9.55  dB,  4.65  dB.  and  0.62  dB.  The  corresponding 
values  of  Pp^.  for  the  selection  prior  to  each  transition,  are  0.01,  0.02.  and  0.15.  respectively.  As  can  be 
seen  from  the  graph,  and  shown  by  the.se  values,  the  switching  must  take  place  as  soon  as  the  probability 
of  a  second  packet  attempt  becomes  significant. 

We  can  now  make  the  following  observations. 

1.  When  the  cause  of  a  failed  transmission  is  channel  contention  increasing  gain  worsens  the  situation. 

2.  There  is  a  trade-off  between  optimizing  chamiel  overhead  and  optimizing  link  throughput,  in  the 
absence  of  contention. 

3.  Beyond  small  values  of  packet  error  probabilities,  the  link  throughput  is  scry  sensitise  to  changes 
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in  this  probability. 

4.  Changes  in  channel  overhead  or  link  throughput  are  small  to  moderate  when  changing  between 
selections  I  and  2.  and  between  selections  2  and  3. 

The  ob.servations  in  this  section  lead  to  the  following  algorithm.  If  the  Parameter  Selection  Algorithm 
believes  that  the  eause  of  an  unsuccessful  transmission  is  contention,  it  should  refrain  from  increasing 
gain.  We  prefer  not  to  decrease  gain  to  leave  the  responsibility  of  controlling  contention  to  higher-level 
algorithms.  When  facing  noise,  the  algorithm  should  use  the  selection  of  parameters  with  the  lowest 
possible  overhead,  so  that  the  packet  error  probability  does  not  exceed  a  value  FAIL.  This  is  a  heuristic 
compromise  between  minimizing  overhead  and  maximizing  link  throughput.  It  has  the  simplicity  that 
packet  error  probabilities  are,  to  some  extent,  readily  observable.  It  also  has  the  simplicity  of  using  the 
same  threshold  value  on  Ppkt  for  all  transitions.  Since  channel  overhead  relates  to  blocking  probability 
and  CDMA  interference,  and  since  flow  control  mechanisms  in  the  network  can  address  these  problems 
to  some  extent,  we  prefer  to  bias  the  value  of  FAIL  towards  maintaining  good  link  throughput.  This  also 
prevents  link  delays  from  exercising  involuntary  flow  control  action,  which  may  well  disrupt  the  fair  flow 
control  allocations  of  the  Congestion  Control  Algorithm. 

We  have  not  included  a  characterization  of  optimal  operation  regarding  transmitter  power  levels. 
Since  the  choice  of  power  will  determine  packet  error  probability  the  link  throughput  considerations  still 
apply  intact.  Instead  of  channel  overhead,  however,  it  is  CDMA  interference  we  are  concerned  about 
this  time.  In  previous  sections  we  have  argued  that  they  correlate  to  blocking  events  and  that  network 
flow  control  can  assist  in  this  respect.  Hence  we  expect  CD.dA  interference  considerations  to  be  similar 
to  channel  overhead  considerations  and  the  same  value  of  FAIL  is  used  for  determining  all  transitions 
between  selections,  whether  the.se  consist  of  power  changes.  FEC.  or  channel  bit  rate. 

We  recommend  a  value  of  FAIL  =  0. 1  for  SURAP  4.  The  channel  overhead  experienced  prior  to 
transitions,  as  the  gain  is  increased  from  selection  1  to  4,  has  values  1.1.  1.5,  and  2.2.  in  that  order. 
The  coitcsponding  values  of  average  forwarding  delay  are  4.6,  5.0.  and  6.0.  Thus  w'e  can  argue  that 
the  physical  link  layer  will  show  a  fairly  stable  profile  to  higher-layer  algorithms  as  it  switches  up  to 
selection  4.  Even  the  overhead  and  link  delay  once  selection  4  is  chosen  do  not  seem  too  disruptive, 
especially  given  the  alternative  of  loosing  the  link. 

A  retransmission  strategy  with  no  back-off.  i.e.  where  successive  retransmission  waits  are  similar  in 
magnitude,  would  lead  to  a  different  operating  point,  with  a  higher  value  of  FAIL.  However  one  other 
consideration  also  points  to  maintaining  a  low  value  for  packet  error  probability  in  noise:  packets  are 
discarded  after  a  finite  number  of  retransmissions.  In  the  SURAP  architectures  the  maximum  number  of 
packet  attempts  allowed  is  six.  A  high  value  of  packet  error  probability,  combined  with  the  operating  val¬ 
ues  of  packet  blocking  probability,  could  lead  to  an  unacceptably  high  average  number  of  retransmissions 
and  packet  drops. 
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4.  Algorithm  Design 

4.1  Design  Principles 

In  an  unrestricted  sense  the  objective  of  the  Parameter  Selection  Algorithm  should  be  to  choose  the  right 
combination  of  channel  parameters  for  each  directed  link  in  the  network,  so  that  desired  end-to-end  Hows 
in  the  network  remain  fair,  network  throughput  is  maximized  (possibly  subject  to  delay  constraints),  and 
connectivity  in  the  network  is  robust.  The  algorithm  should  adapt  quickly  to  changes  in  the  network 
radio  environment.  An  optimization  of  this  kind  would  require  global  network-state  information,  more 
complete  models  of  channel  interactions,  and  probably  a  large  amount  of  computation.  We  have  chosen 
to  take  a  IcKal  view  of  the  problem  optimizing  the  parameters  for  a  given  link  and  its  adjaceni  links.  The 
motivation  behind  these  design  principles  was  discussed  in  detail  in  Section  3.  Subsection  4.2  contains 
a  detailed  description  of  the  algorithm. 

Below  is  a  list  of  the  main  principles  followed  in  the  design  of  the  Parameter  Selection  Algorithm; 

1.  Work  with  a  local  solution  instead  of  a  global  solution  to  simplify  design. 

2.  Maintain  network  connectivity,  using  maximum  gain  on  a  per-packet  basis  if  necessary,  to  achieve 
survivability. 

3.  Distinguish  between  contention  situations  and  channel  noise,  and  focus  on  adapting  to  noise. 

4.  Maintain  a  low  value  of  packet  error  probabilitv'  to  guarantee  acceptable  link  throughput  and  provide 
a  stable  physical  layer. 

5.  Minimize  the  impact  of  transmissions  on  adjacent  links. 

6.  Adapt  quickly,  using  bit  error  statistics  if  possible. 

7.  Provide  fairness  by  guaranteeing  acceptable  packet  error  probabilities  even  for  maximum-length 
packets,  which  are  more  prone  to  errors. 

8.  Recover  from  estimation  and  decision  errors  to  provide  robustness. 

Local  Solution  To  simplify  the  design  problem  we  implemented  a  local  solution,  as  opposed  to  a  global 
.solution,  to  parameter  .selection.  At  each  link,  individuiillv,  the  algorithm  tries  to  minimize  link  gam, 
hence  its  adverse  impact  on  the  Imk's  neighbors,  subject  to  maintaining  a  robust  link.  The  solution  is 
local  in  the  .sen.se  that  it  ignores  the  possibility  of  cooperating  among  nodes  to  implement  a  joint  .solution 
which  optimizes  the  operation  of  the  network  as  a  whole.  The  .simplilisaiioii  asoids  the  need  for  sharing 
global  state  inl'ormation  and  the  associated  computation  of  the  optim.il  solution.  Perhaps  the  biggest 
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obstacle  to  a  global  solution  is  the  lack  of  detailed  models  of  channel  interactions  among  nodes  and  of 
the  interaction  among  the  different  network  algorithms. 

Connectivity  Connectivity  is  vital  to  the  survival  of  a  network.  Haphazard  connectivity  causes  frequent 
routing  updates,  which  are  likely  to  degrade  the  performance  of  the  network.  Ruptured  links  must  be 
detected  quickly  to  prevent  congesting  the  network  with  doomed  packets. 

The  algorithm  increases  the  chaimel  gain  as  the  ma.ximum  number  of  attempts  permissible  is  ap¬ 
proached.  Maximum  gain  is  always  used  on  the  sixth  transmission  attempt.  This  implies  that  a  link  is 
maintained  by  the  algorithm,  on  a  packet  by  packet  basis,  even  if  it  requires  transmissions  at  maximum 
gain,  unless  the  maximum  number  of  neighbors  is  exceeded  or  unless  the  link  up/down  protocols  der.de 
that  the  link  requires  too  many  attempts  per  packet  on  average.  It  also  implies  that  a  rupttired  link  is 
detected  within  approximately  one  packet-forwarding  time  provided  there  is  traffic  flowing  through  the 
link. 

The  SURAP  architecture  requires  periodic  broadcasts  from  each  node  of  special  packets  containing 
network  information.  They  .ue  called  PROP  packets  and  are  used  to  start  the  process  that  establishes  a 
link  and  maintains  a  live  link  in  the  absence  of  traffic.  We  require  that  PROPs  be  broadcast  at  maximum 
channel  gain  at  least  periodically. 

Contention  versus  Noise  It  is  important  to  distinguish  between  channel  contention  and  channel  noise 
because  the  right  reaction  to  one  situation  tends  to  be  the  wrong  reaction  for  the  other.  A  packet  radio 
network  is  a  multiple-access  environment,  which  is  designed  to  experience  channel  contention  even  during 
normal  steady  state  operation.  Higher-layer  algorithms  in  the  network  are  designed  to  keep  this  contention 
in  check. 

The  algorithm  follows  two  approaches  to  differentiating  between  contention  and  noise.  In  the  absence 
of  any  reply  after  a  data  transmission,  the  algorithm  assumes  that  the  cause  is  contention- for  the  first 
two  attempts,  and  that  the  cause  is  noise  during  the  next  three  attempts.  This  approach  is  equivalent  to  a 
heuristic  hypothesis  test,  where  the  hypothesis  explaining  the  event  “no  reply”  goes  from  contention  to 
noise  as  the  number  of  attempts  increases.  The  hypothesis  is  changed  after  three  transmission  attempts 
because  theoretical  and  experimental  studies  ([17,  5])  indicate  that  more  than  1.5  transmissions  attempts 
per  packet  on  average  are  near  the  limit  value  of  contention,  before  congestion  sets  in.  Since  we  consider 
it  important  to  let  other  algorithms  deal  with  contention  we  consider  three  transmissions  a  safe  margin. 

The  second  approach  is  the  use  of  error  acknowledgements,  or  whacks.  When  discussing  packet  error 
probability  in  Section  3.1,  we  saw  that  the  probability  of  one  or  more  bits  in  error  within  a  given  field 
of  bits  inside  a  packet  increases  with  the  length  of  the  field.  We  expect  that  we  will  often  be  able  to 
determine  who  sent  a  packet  even  if  the  decoded  packet  contains  errors.  A  whack,  returned  to  the  sender 
as  a  regular  ack  packet,  would  be  positive  proof  that  the  cause  for  failure  is  noise  and  not  contention. 
The  remaining  ambiguity  between  channel  noise  and  CDMA  interference  is  tolerated  for  the  reasons 
di-scussed  in  Section  3. 

Low  Packet  Error  Probability  Packet  error  probability  here  refers  to  the  probability  of  a  packet 
failing  the  CRC  check  at  the  receiving  node,  provided  that  the  packet  arrive.s  without  being  blocked.  In 
Section  3.2,  when  di.scussing  contention  \ersus  noise,  we  saw  that  optimal  operation  for  link  throughput 
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required  relatively  low  values  of  packet  error  probability,  and  that  higher  values  led  to  a  steep  rise  in  link 
forwarding  delay.  Link  throughput  is  our  measure  of  the  quality  of  a  link,  and  packet  error  probability 
is  a  convenient  way  to  express  it.  The  algorithm  maintains  a  packet  error  probability  below  a  value 
FAIL,  set  to  0.1  for  SURAP  4,  by  increasing  the  gain  until  a  successful  transmission  is  achieved,  and  not 
decreasing  that  gain  until  at  least  FAIL”'  consecutive  successes  are  experienced.  Bit  error  calculations 
will  also  assist  this  process  and  are  discussed  below. 

Allowing  large  forwarding  delays  on  a  link  to  minimize  the  CDMA  interference  caused  by  the  link, 
or  to  reduce  blocking  probr.bilities  for  transmissions  directed  to  the  same  receiving  node,  would  present 
two  problems.  The  first  is  the  reduction  in  the  link's  throughput.  It  is  not  clear  that  the  throughput  of 
other  links  should  have  priority  over  this  link's  throughput.  The  second  problem  relates  to  fair  network 
flow.  If  traffic  in  a  link  slows  down  at  the  link  level,  the  throttling  action  on  the  flows  sharing  the  link 
gives  no  regard  to  the  end-to-end  fairness  consequences  that  result.  If  traffic  slows  down  in  the  link,  other 
links  sending  to  the  same  node  experience  less  contention  which  may  lead  them  to  increase  their  flow 
and  further  penalize  this  link.  These  actions  run  counter  to  the  concept  of  Max-Min  Fair  flow  allocation. 
If  instead  the  link  kept  approximately  the  same  traffic  rate,  by  increasing  its  gain  and  contributing  to 
contention,  the  problems  in  the  link  would  be  shiued  by  everyone  trimsmitting  to  the  node,  and  the 
Congestion  Control  Algorithm  would  adjust  all  the  flows  accordingly,  in  a  fairer  manner. 

Minimize  Contention  If  a  given  gain  state  is  capable  of  maintaining  the  packet  error  probability  in 
a  link  below  a  threshold  value,  so  can  a  gain  state  of  higher  gain.  However,  the  latter  state  causes 
greater  blocking  and  CDMA  interference  to  nearby  radios  than  the  former.  Hence  we  ask  the  algorithm 
to  minimize  the  gain  subject  to  guaranteeing  a  robust  link,  as  e,xpressed  by  FAIL.  The  algorithm  achieves 
this  by  trying  to  decrease  its  gain  when  it  believes  that  the  packet  error  probability  must  be  equal  to 
or  less  than  the  threshold.  If  the  transmission  after  decreasing  the  gain  is  successful,  the  algorithm  is 
one  gain  state  closer  to  the  minimum.  If  this  new  gain  state  leads  to  errors  instead,  the  algorithm  soon 
increases  the  gain,  typically  right  after  the  failure.  In  this  fashion,  the  average  packet  error  probability 
will  be  maintained  around  its  threshold  value  after  several  cycles  of  decreasing  and  increasing  gains. 
This  means  that  if  channel  noise  changes,  the  algorithm  adapts  and  eventually  settles  around  the  gain 
states  that  have  gains  just  above  and  just  below  the  necessary  gain.  This  process  achieves  the  constrained 
minimization  of  contention  desired. 

Quick  Adapting  The  .speed  at  which  the  algorithm  adapts  presents  a  problem.  The  algorithm  does  not 
know  the  channel  characterist’.cs,  but  rather  e.stimates  them  from  channel  feedback.  Smoothing  out  the 
uncertainty  involved  in  tins  estimation  process  requires  the  algorithm  to  delay  decisions  about  changes  in 
channel  gain.  Fast  adaptation,  on  the  other  hand,  calls  for  quickness  of  decisions  based  on  this  feedback. 

1  he  algorithm  can  adapt  to  increases  in  noise  fairly  soon,  sometimes  increasing  one  gain  state  per 
failure,  after  receiving  whacks.  It  decreases  the  gain  after  FAIL' '  successes,  and  so  adapts  to  decreases 
in  noise  level  at  a  rate  proportional  to  FAIL  '.  Typically  steady  state  behavior  will  be  FAIL"'  successes 
followed  by  one  failure,  for  a  packet  error  rate  of  F.ML.  Bit  err-'r  rate  estimate^  al.'^o  'mprove  the  speed 
at  which  the  algorithm  adapts. 

With  the  packet  sizes  present  in  the  network,  and  with  FEC  in  use.  large  sample  sizes  of  channel  bits 
are  possible  even  with  one  packet.  A  lOOO-bii  packet,  using  a  rate  of  1/2  FEC  provides  2(X)()  channel 
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bits.  If  the  packets  .ire  decoded  correctly,  the  sequential  decoder  can  say  with  some  certainty  how  many 
channel-bit  errors  were  present  by  comparing  the  channel  bits  of  the  decoded  packet  with  the  chimnel 
bits  received.  Assuming  the  noise  is  stationary,  we  are  able  to  determine  ..ith  some  degree  of  accuracy 
the  bit  error  rate  in  the  channel.  This  can  be  used  to  compute  a  decrease  or  an  increase  in  gain.  The 
fact  that  we  can  successfully  transmit  a  packet  and  yet  consider  that  we  are  using  insufficient  gain  after 
calculating  its  channel-bit  error  rate  are  not  incompatible  because  the  success  of  a  packet  is  a  statistical 
event.  We  will  return  to  this  point  in  Section  5  which  discusses  performance.  The  algorithm  accumulates 
bit  error  statistics  of  this  type  to  assist  in  making  decisions  to  increase  and  decrease  gain.  The  exact  way 
in  which  this  is  done  is  described  in  subsection  4.2. 


Fairness  One  aspect  of  fairness  has  already  been  mentioned  when  discussing  connectivity.  A  link  should 
not  be  penalized  for  requiring  a  large  gain.  The  algorithm  tries  to  maintain  the  same  link  quality  even 
if  maximum  gain  is  required.  A  related  aspect  was  mentioned  when  discussing  packet  error  probability. 
If  the  link  throughput  is  allowed  to  deteriortite  for  the  sake  of  reducing  the  contention  and  interference 
caased.  the  algorithm  may  end  up  working  at  cross-purposes  with  the  Congestion  Control  algorithm  and 
may  jeopardize  Max-.Min  Fairness.  There  is  one  more  fairness  consideration.  For  a  stationary  .AWG.N' 
channel,  the  packet  error,  probability  is  an  increasing  function  of  the  packet  length.  For  a  given  gain, 
short  packets  are  less  prone  to  errors  than  large  packets.  Hence,  when  calculating  the  gain  required,  we 
ask  the  algorithm  to  calculate  the  gain  required  to  maintain  a  robust  link  for  trat'fic  of  maximum-length 
packets.  The  implementation  of  this  is  simple  when  bit  error  statistics  are  available.  The  algorithm 
knows  the  signal-to-noise  ratio  needed  for  a  maximum-lenght  packet  to  have  a  packet  error  probability' 
no  greater  than  FAIL,  by  using  the  information  in  Figure  6.1.  It  can  translate  the  current  bit  error  rate  to 
a  signal-io-noi.se  ratio  by  using  the  same  figure  to  compute  the  change  in  gain  required.  Notice  that  the 
size  of  the  packets  that  provided  the  bit  error  statistics  is  not  relevant.  Operating  at  this  gain  guarantees 
that  if  occassionally  large  packets  travel  through  the  link,  they  will  not  experience  poor  link  quality'  even 
if  regular  traffic  through  the  link  consists  of  small  packets.  In  general  the  probability  of  packet  error  is 
assumed  of  the  form  1  -  ( I  -  p)^  c:  Lp.  p  is  dependent  on  the  signal-to-noisc  ratio  and  L  is  the  packet 
length.  The  approximation  applies  when  p  is  small.  This  implies  that  a  factor  of  ten  difference  between 
packet  sizes  will  lead  to  a  factor  of  ten  difference  in  packet  error  rates.  For  this  reason  the  fairness 
consideration  is  relevant.  We  would  not  correct  for  this  bias  when  bit  error  statistics  are  not  available 
(no  FEC)  for  simplicity,  since  the  implementation  in  this  case  is  not  as  straightforward. 


Recover  from  Errors  Enors  of  estimation  occur  when  an  unlikely  event  occurs,  for  example  ten 
successful  packets  m  succession  when  using  a  very  poor  link.  Decision  errors  occur  when  the  calculations 
are  erroneous  even  if  the  data  is  correct,  for  example  if  the  bit  error  rate  estimated  is  accurate  but  the 
nominal  gain  of  an  FEC  choice  overestimates  the  gain  in  the  face  of  a  specific  jamming  signal.  It  is 
important  that  the  algorithm  recovers  from  such  errors  when  they  occur  so  that  it  does  not  perpetuate  the 
wrong  choice  of  gain. 


Two  clcmcnt.s  in  the  algorithm  ullcw  it  to  recover  from  errors.  The  iirst  is  the  use  of  a  monotoni'.. 
gain  table  whose  gam  entries  ,ire  given  as  ditferential  gam.  This  means  ihal  ai  each  new  gain  state  the 
algorithm  re-e.stimates  the  quality  of  the  link  and  if  it  is  unsatisfacioiy  it  corrects  ii  in  the  right  direciion 
by  looking  at  the  relative  change  m  gam  as  it  moves  up  and  down  the  gain  stales  in  the  table.  Moving 
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in  the  "nght  direction”  is  insured  by  the  monotonicity  of  gain  in  the  table  entries.  The  change  in  state 
is  insured  by  the  fact  that,  since  the  algorithm  does  not  work  with  absolute  gain  values,  the  algorithm 
is  not  fooled  into  thinkng  that  “it  already  has  enough  gain.”  The  second  element  is  the  fact  that  the 
algonthm  is  biased  towards  believing  observations  of  packet  failures  and  successes,  over  estimates  of  bit 
error  rates.  This  means  that  regardless  of  the  reasons  for  pa.-ket  errors,  the  algorithm  will  tend  to  adjust 
gain  until  it  re.stores  the  link  quality  desired,  if  at  all  po.s.sible.  Bit  error  estimates  are  believed  over  packet 
error  estimates  onl}  when  it  is  fairly  certain  that  a  packet  error  will  follow  otherwise.  In  general  bit  error 
calculations  lead  to  gr’in  state  transitions  only  to  dictate  more  gain  than  the  gain  determined  ’•ased  on 
packet  observations  only.  The  details  are  discussed  in  detail  under  sections  4.2  and  5. 
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4.2  Algorithm 

This  subsection  describes  the  Piu'ameter  Selection  Algorithm  in  detail.  We  divide  the  algorithm  into 
seven  elements,  which  are  described  below.  The  sixth  element.  Link  Up/Down  Protocol,  is  included 
here  because  it  is  closely  related  to  the  Parameter  Selection  Algorithm,  but  could  also  be  regarded  us  a 
.separate  algorithm.  The  elements  are: 

1.  Link  State 

2.  Feedback  Set 

3.  Transition  Rules 

4.  Bit  Error  Computation 

5.  Ack  Mode 

6.  Link  Up/Down  Protocol 

7.  Packet  Format 


Link  State  The  Parameter  Selection  Algorithm  runs  on  each  node  of  the  network.  Each  directed  link 
m  the  network  is  maintained  indisidually.  A  node  i  keeps  a  link  state  for  each  outgoing  link  (i.j)  to  a 
neighbor  J.  The  algorithm  adapts  the  channel  gain  for  each  output  link  indiv  idually  based  on  the  link  state 
and  the  observed  replies  from  the  neighbor  j.  A  link  state  is  determined  by  the  value  of  live  \ariables: 

1.  gain  Mate 

2.  txxount 

3.  ack. count 

4.  bitsount 

5.  bitjerrors 


The  gain  state  variable  gainMate  is  an  integer  which  identities  a  triplet  (P.  FEC.R).  The  triplet  is  the 
parameter  selection.  P. FEC.R  denote  power.  FEC  rate,  and  channel  bit  rate.  The  possible  selections  are 
kept  in  a  special  table  called  the  gain  table.  The  table  is  an  ordered  set  of  selections.  The  position  in 
the  table  is  the  gain  state.  The  table  has  two  important  properties.  First,  the  SNR  gam  of  the  selection  is 
monotonically  increasing  in  gainMate  .  Second,  the  channel  overhead  of  the  selection  is  monotonically 
increasing  in  gainMate  .  Channel  overhead  refers  to  the  combination  of  power  in  use  and  of  packet  tunc 
overhead.  If  gain  state  k  is  greater  than  gain  .state  /  then  Pj-  ^  P(.FEC*-  FEC/.R*.  .  R/.  The  subscripts 
idciilii'v  ih.:  .state.  The  gain  table  a.s.sociatc.s  a  Jiffacntial  gain  .ICi.  expressed  in  dBs.  to  each  gam  state 
The  differential  gain  for  a  gain  state  is  pre-computed  b\  calculating  the  nominal  relative  SNR  gam  of 
each  selection  from  Table  3.2  and  subtracting  it  from  the  relative  gam  ol  gain  state  0.  The  relative  gain 
lor  a  .selection  is  the  .iddition  of  the  relative  gams  shown  in  Table  .'.2  lor  each  parameter  m  the  selection. 
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Table  4.1:  SCRAP  4  Gain  Table 


ga  imitate 

AC  (dB) 

selection 

0 

0.0 

(20  mW.  7/8,  400  kbps) 

1 

8.0 

(125  mW  ,  7/8,  400  Kbps) 

2 

8.0 

(800  mW  .  7/8,  4o:'  Kbps) 

3 

8.0 

(5  W  .  7/8,  400  Kbp.>) 

4 

0.6 

(5  W  .  3/4,  400  Kbps) 

5 

2.9 

(5  W  .  1/2,  400  Kbps) 

6 

6.0 

(5  W  ,  1/2.  100  Kbps) 

The  gain  table  recommended  for  SCRAP  4  appears  in  Table  4.1.  We  have  assigned  a  nominal  value  of 
4.0  dB  coding  gain  to  the  FEC  rate  7/8  to  be  able  to  compute  the  table.  (The  measured  value  is  not 
available,  i  All  selections  use  blu'd  decoding. 

The  transmission  Lount  variable  t.\.LOunt  is  the  number  of  transmissions  attempted  for  the  current 
data  packet  being  forwarded  on  the  link.  It  runs  from  0  to  5.  The  acknowledgment  count  variable 
acksoimt  is  the  number  of  consecutive  packets  acknowledged  since  the  last  gain  state  transition'.  This 
includes  situations  where  the  ack  arrives  on  a  .second  or  third  attempt,  if  earlier  attempts  had  no  reply. 
The  hit  count  viunable  hit. count  is  the  number  of  channel  bits  received  by  neighbor  j,  reported  in  its 
acknosvledgments.  The  hit  eirors  variable  hit.errori  is  the  number  of  channel  bits  received  in  error  by 
neighbor  j,  reported  in  its  acknowledgments.  The  data  cycle  variable  data. cycle  is  a  binaiy  variable 
which  takes  the  value  ON  if  an  unacknowledged  data  transmission  to  j  is  pending  in  the  directed  link 
(i.j),  and  takes  the  value  OFF  the  first  time  that  an  ack  for  the  pending  packet  is  received.  This  data 
cycle  variable  acts  as  an  enable/disable  variable  for  the  ack  mode.  This  mode  is  explained  below  in 
detail. 

All  link  state  variables,  except  the  gain  state  variable,  are  reset  to  zero  after  a  gain  state  transition. 
The  operation  of  the  Parameter  Selection  Algorithm  can  be  visualized  as  a  walk  up  and  down  the  gain 
states  in  the  gain  table.  The  order  and  number  of  the  entries  in  the  table  is  decided  by  the  designer.  As 
long  as  the  table  satisfies  the  monotonicity  property,  the  algorithm  is  blind  to  the  choice  of  entries. 

Feedback  Set  Feedback  is  the  outcome  of  observing  the  directed  (j.  i)  link  after  a  transmission  on  the 
directed  (i.j)  link.  The  reverse  link  (j.i)  is  the  feedback  channel.  The  Parameter  Selection  Algorithm 
recognizes  three  types  of  feedback:  0,  e,l.  Thus  the  outcome  of  the  feedback  channel  is  a  ternary 
feedback  set. 

Feedback  0  refers  to  no  reply  on  the  feedback  channel.  It  corresponds  to  the  e.xpiration  of  the  retrans¬ 
mission  timer  in  link  {i,j)  before  an  ack.  a  whack,  or  a  nack  are  received  for  the  pending  transmission. 
We  assume  that  only  four  events  result  in  feedback  0:  transmission  on  u  j)  was  blocked,  transmission 
on  [I.J)  was  unrecognizable  because  of  errors,  the  reply  on  ij.i)  was  blocked  at  i.  the  reply  on 
was  unrecognizable  because  of  errors.  Even  though  the  fate  of  the  channels  [i.j)  and  (j.n  are  corre- 

’.A'  will  be  Ncen  later  sell  lr;uisitiim>  ,ire  valid  IranMtioii'. 
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Table  4.2;  Feedback  Set 


Feedback  Type 

Event 

0 

rtx  time  out 

e 

whack 

1 

ack.  nack 

lated,  since  each  is  the  feedback  channel  for  the  other,  these  channels  are  maintained  separately,  by  their 
sending  node.  Because  of  the  Moment  of  Silence  Algorithm,  and  the  small  length  of  acks,  whacks,  and 
nacks,  problems  in  the  feedback  chamiel  are  assumed  to  have  lower  probability  than  problems  in  the 
data  channel.  Hence  feedback  0  is  interpreted  by  a  node  as  the  possible  result  of  blocking  or  noise  in 
the  {i,j)  channel.  The  ambiguity  is  nominally  solved  by  looking  at  variable  txjioitnt  in  the  link  state. 
When  0  £  tx-coum  <  1.  blocking  is  considered  the  cause.  When  2  £  txj:nunt  £  4.  noise  is  considered 
the  cause.  This  was  di.scussed  in  Subsection  4.1.  . 

Feedback  e  refers  to  the  reception  of  a  whack  on  the  feedback  channel.  Ii  identities  a  noise  error  in 
channel  (i.  j).  As  discussed  in  Section  3,  this  noise  may  include  CDMA  interference  but  the  algorithm 
reacts  as  if  background  noise  were  the  cause  of  errors.  A  whack  packet  can  also  be  a  nack.  This 
conesponds  to  a  situation  where  neighbor  j  received  the  packet  with  errors,  but  would  have  nacked  the 
packet  anyway  had  it  been  received  with  no  errors. 

Feedback  1  refers  to  the  reception  of  an  ack,  or  a  nack.  on  the  feedback  channel.  It  unambiguously 
identifies  a  successful  reception  on  the  channel  {i,j).  When  FEC  is  in  use.  an  ack  or  nack  packet  will 
also  contain  the  number  of  channel  bits  received  by  neighbor  j,  and  the  bit  error  count  calculated  by 
its  sequential  decoder.  Whacks  do  not  contain  this  information  since  the  calculations  by  the  sequential 
decoder  should  not  be  trusted  when  decoding  errors  occur. 

Table  4.2  depicts  the  feedback  set  used  by  the  Parameter  Selection  Algorithm.  A  data  uansmission 
will  always  result  in  one  of  the  three  feedback  types. 

Transition  Rules  Whenever  feedback  is  received  on  link  (j.i)  the  link  state  is  updated  in  link  (i.j) 
and  checked  for  gain  state  transition.  If  the  feedback  is  of  type  1,  ack.cnunt  is  incremented  by  one  and 
hitxount  .  hit.enors  are  incremented  by  the  amount  written  into  the  ack  packet  by  neighbor  j.  All  link 
state  variables,  except  the  gain  state  and  the  data  cycle,  are  re.set  to  zero  after  a  gain  state  transition. 
dataxycle  is  set  to  ON  at  the  first  transmission  of  a  data  packet,  and  is  reset  to  OFF  the  first  time 
feedback  1  is  received  for  the  packet.  A  set  of  transition  rules  govern  the  gain  state  transitions. 

A  self  transition  is  a  gain  state  transition  which  results  in  the  same  gain  state.  The  transition  rules  are 
independent  of  the  current  gain  state  in  the  link.  A  self  transition  at  the  highest  gain  state  occurs  when 
the  transition  rules  determine  a  need  for  gam  increase.  A  self  transition  at  the  lowest  gain  state  occurs 
when  the  transition  rules  determine  a  need  for  a  gain  decrease.  A  self  transition  at  an  intermediate  gain 
state  occurs  if  FAIL  ‘  uninterrupted  .succe.s.sc.s  occur  but  bn  error  .statistics  advise  against  decieaslng 
the  gain.  Self  transitions  al.so  re.set  the  link  state. 

If  bit  error  statistics  are  available,  the  algorithm  computes  the  hit  cnoi  niic  variable  hit.cn orjcirc  - 
hitjcrrois  bit.cotinr.  This  variable  and  the  gtiin  state,  or  more  preciscK  the  parametc’'  selection,  are  used 
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to  estimate  two  things:  first,  the  current  quality  of  the  link,  and  second,  the  change  in  gain  required  to 
achive  acceptable  quality.  The  calculations  are  described  further  below,  but  the  transition  rules  depend 
on  the  result  of  these  calculations. 

Transition  rules  specify  two  things,  the  direction  for  gain-state  change  and  the  amount  of  gain  state 
change.  The  outcome  is  a  function  of  the  link  state  iuid  the  feedback  received.  What  follows  .u-e  the 
transition  rules  categorized  by  the  type  of  feedback  received,  min.f’anijitare  denotes  the  lowest  gain 
state.  We  will  use  the  following  notation: 

M  a.  maximum  gam  state 

L  a  minimum  gain  state 

k  =  txjL'ount 

I  =  gain^tate 

j  =  new^tate 

gain^rate  and  new.staie  denote  the  current  gain  state  and  the  gain  state  after  transition. 

0  If  0  <  txji'omt  1  1  make  no  tfansition.  If  2  S  txxount  <■  4  make  a  transition  to  gain  state 

i  =  1  +  '(,V/  -  i)  (5  -  k)  (4.1) 

Equation  (4.1)  says  that  if  txjcouni  =2,  the  next  state  is  higher  than  the  current  one  by  one  third 
of  the  difference  between  the  maximum  gam  state  and  the  current  state,  if  txxoimt  =3  then  by  one 
half,  if  txxoimt  =4  then  by  the  full  distance.  This  guarantees  a  fast  increase  up  to  maximum  gain 
in  the  last  attempt. 

€  If  0  <  txxount  <  1  make  a  transition  to  gain  j  =  i  +  1 .  If  2  <  txxount  £  4  make  a  transition  as  in 
feedback  0. 

Feedback  e  always  leads  to  a  state  transition  upwards. 

1  If  bitxrrorxate  ,  together  with  gainMate  ,  requires  a  gain  state  increase,  make  a  transition  to  the 
gain  state  determined  by  these  two  variables.  Else:  if  ackxount  ^  10  make  no  transition.  Else:  if 
ackxount  =  10  and  bitxirnt  .rate  .  together  with  gainMate  -1,  indicates  that  a  transition  downwards 
is  acceptable,  make  a  transition  to  state  j  =  i  -  1.  Else:  if  ackxount  =  10  but  bit. error xate  . 
together  with  gainMate  -1,  indicates  that  a  transition  downwards  is  not  acceptable,  make  a  (self) 
transition  to  state  j  =  i. 

These  rules  assume  that  bit  error  .statistics  are  available.  If  they  are  not.  because  there  is  no  FEC  (in 
a  modified  algorithm)  or  because  too  little  sample  data  is  available,  the  decision  is  simply  based  on 
ack.cowit .  If  ackuoiint  10  make  no  transition.  It' ack.coiint  =  10  make  a  transition  to  j  =  /  -  1. 

These  four  if  statements  cover  all  possibilities.  Feedback  1  is  the  only  feedback  type  that  can  re;  ult 
in  a  gain  state  decrease.  It  is  also  the  only  one  that  can  result  in  using  bit  error  statistics,  and  ti'e 
only  one  that  can  result  in  a  self  transition  from  an  intermcdiaie  gam  state. 
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Bit  Error  Computation  Bit  error  computations  are  only  required  after  observation  of  feedback  of  type 
1.  Variables  and  hiuerrors  areupdated.  and  the  variable  r  = /jir_e/7(wjart?  =  hit. count  hit. errors 

IS  computed.  The  current  gain  state  on  the  link  and  this  bit  error  rate  variable  serve  as  inputs  to  a  function 
state jciwn^e  {hit. error jate  .gain^tate  ).  This  function  returns  two  values,  transition  and  new.state  . 
The  v-ariable  transition  is  binaiy .  It  takes  the  value  ON  if  gain.siate  is  not  the  most  favorable  gain  state, 
as  will  be  explained  below.  In  this  case  the  ne\\'.state  will  contain  the  most  favorable  state,  new  .state  = 
gam  .state  implies  a  self  transition.  This  can  happen  if  more  than  maximum  gain  is  required  to  guarantee 
a  robust  link,  transition  takes  the  value  OFF  if  gain.state  is  the  most  favorable  state.  This  implies  no 
transition.  It  can  also  take  the  value  OFF  if  the  function  considers  that  not  enough  sample  errors  exist 
to  venture  a  calculation.  This  condition  is  expressed  by  bit. errors  <"  min.errors.  We  have  chosen  a  value 
min.errors  =3.  We  expect  to  line  tune  it  as  we  gain  more  experience  with  the  algorithm.  If  transition  = 
OFF  variable  new^tate  is  set  to  gain.state  (in  fact  its  value  is  irrelevant). 

The  outputs  transition  and  new  .state  are  used  in  the  transition  rule  for  feedback  of  type  1.  Here  we 
describe  how  function  state shange  computes  their  value.  The  algorithm  uses  a  piecewise  linear  function 
F(  )  as  an  approximation  to  the  function  Q'v”*-  Figure  6.5  shows  both  functions.  The  approximation 
IS  used  in  the  SNR  calculations  which  determine  if  the  current  gam  state  is  acceptable.  gain  state  is 
acceptable  it'  the  estimated  charmel  signal-to-tioise  ratio,  expressed  in  dBs.  plus  the  SNR  gam  provided 
by  the  choice  of  FEC  rate  in  that  state,  is  greater  than  or  equal  to  a  parameter  0.  ^  is  the  target  value 
of  signal-to-noise  ratio,  expressed  in  dB.  It  is  defined  as  the  SNR  value  where  the  bit  error  probability 
Q  (\'0)  leads  to  a  packet  enor  probability  Ppki  =  FAIL  =  O.l.  for  a  3000-bit  packet.  This  definition  is 
motivated  by  the  fairness  consideration  discussed  in  Subsection  4.1. 

Let  r  be  the  ciurent  estimate  of  the  channel  bit  error  probability.  To  find  if  r  is  acceptable,  it  can 
be  translated  into  a  channel  SNR  value  by  computing  the  inverse  function  F~\r).  This  function  and  its 
inverse  are  essentially  trigonometric  calculations.  Appendix  A  describes  them  in  detail.  The  SNR  value 
F~^(r)  includes  the  effect  of  signal  power  and  channel  bit  rate.  It  does  not  include  the  effect  of  FEC 
gain  since  i:  is  measured  at  the  channel,  before  decoding.  FEC  gain  is  included  by  defining  a  distiuice 
function  D{r.,  i)  as 

£»(r.t)  =  0  -  (F-'(r) (4.2) 

This  is  the  SNR  difference  between  the  desired  SNR  and  the  current  SNR.  including  coding  gain,  i 
represents  the  current  gain  state  and  is  the  FEC  gain,  in  dBs.  corresponding  to  the  reC  rate  of  state 
1 .  The  algorithm  has  the  relative  FEC  gain  values  of  Table  3.2  stored  in  memory  for  this  computation. 

To  determine  the  appropriate  gain  sta«e.  the  algorithm  increases  or  decreases  the  state,  adding  or 
subtracting  differential  gains  from  the  gain  table,  until  the  resulting  SNR  value  is  the  minimum  value 
still  greater  than  d  which  can  be  obtained  from  the  table.  This  means  that  the  corresponding  state  found 
is  the  lowest  gain  state  capable  of  providing  acceptable  performance  according  to  the  gain  table.  The 
function  state jchange  takes  the  form: 

If  hitjerrors  '•  min.errors  set  transition  —  ON,  j  —  I  and  return 


Else  If  Dir.i)  ■  0.  attempt  increase; 
set  transition  —  ON 
If  i  =  M  set  j  -  /  and  return 
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Else  repeat  t  ■>-  i  +  1.  D  *-  D  -  Z1G,+|  until  D  ■;  0  or ;  =  .V/ 
j  —  I,  return 

Else  D(r.i)  <  0,  attempt  decrease: 

If  /  =  Z/  set  transition  —  ON,j  *-  i  and  return 
Else 
?■(,  —  / 

repeat  i  —  i  -  D  *—  D  +  JG,+i  until  D  ^  0  or  /  =  Z, 

If  j  =  £,  set  transition  *-  ON, 7  —  /.  renim 
Else  (D  >  0)  set  j  *—  ?  +  1 

if  j  =  *0  set  transition  —  OFF  and  return  il‘  j  9:  Zo  set  transition  —  ON  and  return 

On  completion,  the  function  will  have  found  the  appropriate  gain  state  and  determined  if  a  transition 
was  necessary.  Notice  that  the  transition  rule  for  decrease  after  feedback  1  only  calls  for  a  decrease 
of  one  step,  regardless  of  the  value  j  =  new^tate.  as  long  as  j  <  i.  This  effectively  means  that  the 
algorithm  prefers  to  be  cautious  about  decreasing  gain  even  il'  statexhan^e  prefers  a  decrease  by  more 
than  one  gam  state.  The  reasons  for  this  approach  are  discussed  under  Section  5. 

Summanzmg.  function  state.cliange(r,i)  takes  as  input  the  estimate  of  channel  bit  error  rate.  r.  and 
the  current  gam  state  1,  and  computes  if  a  transition  is  necessary  to  guarantee  an  acceptable  link,  that  is. 
^pkt  FAIL  for  a  maximum-length  packet.  It  also  determines  the  gain  state  J  which  seems  to  provide 
sufficient  gain  for  an  acceptable  link,  with  the  minimum  overhead  possible.  This  new  state  is  found  by 
moving  up  or  down  the  gain  table,  using  the  differential  gain  entries. 

.Ack  Mode  The  Parameter  Selection  Algorithm  has  been  explained  in  terms  of  adjusting  gain  based  on 
data  packet  transmissions  and  their  outcomes.  The  ack  mode  addresses  the  problem  of  adjusting  gain  on 
a  link  with  no  data  traffic.  The  problem  is  important  because  a  link  (7.1)  serves  as  the  feedback  channel 
for  link  (1,7),  which  may  carry  data.  If  0)0  carries  no  data  an  fails  to  adapt  to  noise  changes  it  may 
fail  to  adapt  an  link  (1,7)  may  be  condemned  to  many  retransmissions  if  its  acks  are  swamped  by  noise. 

Even  if  no  data  flows  through  (7,  i ),  traffic  flows  through  this  link  as  long  as  data  traffic  flows  through 
(1,7).  The  traffic  is  the  feedback  traffic.  This  suggests  a  solution.  There  is  an  analogy  between  data 
traffic  and  ack  traffic.  Ack  and  nack  packets  replace  data  packets.  Unwanted  retransmissions  through 
(t,7)  serve  as  feedback  0  for  link  (7,1).  New  data  packets  through  (1.7)  serve  as  feedback  1  for  link 
(7. 1 ).  The  analogy  is  not  perfect.  Among  other  things,  there  is  no  feedback  e.  Still,  let  us  redefine  the 
feedback  events  to  suit  operation  in  the  ack  mode. 

Feedback  0.  for  link  (7,  i)  in  the  ack  mode,  refers  to  reception  of  an  unsolicited  retransmission  through 
chaimel  (1,7).  It  corresponds  to  reception  of  a  retransmission  copy  of  a  data  packet  already  acked  or 
nacked. 

Feedback  1  refers  to  observing  no  retransmission  of  an  acked.  or  nacked,  data  packet.  It  corresponds 
to  reception  of  a  data  packet  through  link  (1,7)  different  from  the  last  packed  from  1  to  have  been  acked 
or  nacked.  The  feedback  is  ambiguous  since  node  7  may  simply  have  missed  all  further  retransmissions 
ol  a  data  packet  that  was  acked  or  nacked. 

Feedback  e  docs  not  exist. 

The  link  .state  is  also  redefined  in  the  ack  mode.  The  state  is  made  up  of  four  variables.  Two  of 
them.  ;^ain.statc  and  dataxyclc  .  are  exactly  the  same  variables  being  used  while  in  the  legiilar  data 
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mode.  While  dataxyde  =ON  ,  data  traffic  updates  gainjitate  .  While  dataxydc  =OFF  ,  ack  traffic  is 
allowed  to  update  gainMare  .  The  other  two  variables  arc  acksxcnt  and  feed  1  .count  .  ackwjieiu  .  in 
the  ack  mode,  replaces  t.\.count .  feed  I. count  replaces  ack.count .  There  are  no  ack-mode  equivalents 
to  hit. errors  luid  to  hitjcoimt  . 

The  ack  mode  operates  as  follows.  The  first  transmission  of  a  data  packet  through  link  {j.  i)  resets  to 
zero  the  ack-mode  link-state  variables  acksxent  aad  feed  1  .count .  This  transmission  also  sets  data.cycle 
=ON  disabling  the  ack  mode  as  e.\plained  earlier.  Setting  data.cycle  to  OFF  .  after  the  data  packet  has 
been  disposed  off,  re-enables  the  ack  mode. 

Recall  that  data  transmissions  through  (j,  i)  use  data.cycle  to  ensure  that  no  more  gain  update  takes 
place  after  the  first  acknowledgment  to  a  packet  is  received.  Multiple  acknowledgments  are  possible  since 
they  can  get  delayed.  Such  delay  can  lead  to  several  retransmissions  before  the  first  ack  is  returned.  The 
receiving  node  however  must  ack  all  retransmissions,  dataxycle  is  just  a  simple  way  to  guard  against 
the  possibility  of  reacting  to  stale  acks.  The  ack  mode  does  not  need  an  equivalent  of  dataxycle  since 
there  is  no  ARQ  strategy  required  for  acks.  In  other  words,  a  succession  of  ack-mode  feedback  1  events 
for  acks  of  a  given  packet  is  impossible  since  only  one  ack  is  returned  per  packet,  regardless  of  how  long 
It  takes  to  hear  from  the  .'lume  neighbor  again. 

The  variables  acks.sent  and  feedlxount  in  the  ack  mode  are  updated  just  like  tx. count  and 
ackxount  in  the  regular  data  mode.  When  feedback  arrives,  the  values  are  increased  if  necessary. 
The  same  transition  rules  as  for  the  data  mode  could  be  used,  except  that  there  would  be  no  feedback 
e  situation  and  there  would  be  no  bit  error  computations.  In.stead  we  introduce  two  modifications  in 
the  rules  for  feedback  0.  The  first  is  a  change  in  the  value  of  acksxenr  at  which  noise  problems  ru-e 
suspected.  If  feedback  0  arrives  when  acksxent  =0.  no  tfansition  is  made.  If  acks.sent  =1.  a  transition 
one  step  up  is  made  (may  result  in  self  transition).  For  2  i  acksxent  1  4  the  same  rule  as  for  the  data 
mode  is  used.  The  second  modification  is  that,  while  in  ack  mode,  the  ack  for  the  sixth  transmission  of  a 
data  packet  causes  a  transition  to  the  highest  gain  state  regardless  of  the  actual  number  of  acks  previously 
sent  for  the  packet. 

The  motivation  for  the  first  modification  above  is  that  acks  are  protected  against  contention  by  the 
Moment  of  Silence  Algorithm,  and  against  noise  by  virtue  of  their  small  length.  Thus,  fewer  ack 
retransmissions  due  to  blocking  are  expected,  and  we  are  willing  to  increase  the  gain  .sooner  as  a  function 
of  the  number  of  feedback  0  events  observed.  The  second  modification  attempts  to  guarantee  that  a  last 
data  packet  transmission  will  be  acknowledged  even  if  previous  earlier  transmissions  of  the  data  packet 
have  not  been  received.  Even  though  a  data  packe  is  disposed  of  after  six  transmissions,  regiu’dless  of 
feedback,  the  outcome  of  the  transmission  is  relevant  to  the  Link  Up/Dow-n  Protocol  in  deciding  whether 
to  terminate  a  link  or  not. 


Link  Lp/Down  Protocol  The  Link  UplDown  Protocol  makes  decisions  on  establishing  or  terminating 
a  radio  link  based  on  information  it  obtains  from  the  operation  of  the  Parameter  Selection  Algorithm. 
The  protocol  must  also  interface  with  the  Multi-CIa.s.s  Routing  Algorithm. 

When  a  PROP  packet  is  overheard  lor  the  first  time,  the  Link  Up/ Down  FioukoI  alieinpi.s  to  esiabiish 
a  link,  provided  that  the  maximum  number  of  neighbors  permi.ssible  is  not  being  exceeded.  Multi-Class 
routing  distinguishes  two  classes  of  links,  good  and  had.  The  following  is  the  way  in  which  the  Link 
Up/Down  Protocol  determines  the  class  of  a  link. 
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Because  of  the  Security  Architecture  proposed  by  BBN.  a  link  must  be  authenticated  to  the  satisfaction 
of  the  two  nodes  sharing  it  before  the  link  is  establi.shed.  The  process  requires  the  e.xchange  of  several 
packets,  all  sent  at  maximum  gain.  The  protocol  computes  the  fraction  of  packets  exchariged  successfully 
and  determines  the  class  based  on  this  computation.  Two  thresholds,  a  imd  6.  0  •  a  ■  b  '  1 .  are  used  in 
the  decision.  If  the  fraction  is  less  than  a  the  link  is  not  established.  An  t’/irn  rimer  is  set  which  prevents 
any  attempt  of  establishing  the  same  link  again  until  this  timer  expires.  This  prevents  erratic  topological 
changes.  If  the  fraction  falls  between  a  and  b,  the  link  is  declared  bad.  for  the  purposes  of  multi-class 
routing.  If  the  fraction  exceeds  b  the  link  is  declared  good.  The  Parameter  Selection  Algorithm  continues 
running  on  the  link  as  explained  in  previous  sections. 

The  link  may  be  terminated  as  follows.  If  six  consecutive  uansmissions  at  maximum  gain  go  unac¬ 
knowledged  in  a  good  link,  the  link  is  declared  bad.  At  this  point  the  fraction  of  packets  successfully 
transmitted  is  computed  over  the  next  .V  transmissions.  The  same  parameters  a  and  b  are  used  to  deter¬ 
mine  the  link  class.  A  link  that  remains  bad  for  more  than  c  of  these  A'  packet  periods  is  terminated.  A 
link  can  also  be  terminated  for  another  reason.  If  after  a  nun'ber  of  PROP  periods  not  a  single  PROP 
has  been  received  from  the  corresponding  neighbor  the  link  is  terminated  and  the  entry  timer  is  set.  This 
allows  a  link  to  be  temiinaied  even  when  no  traffic  i.s  flowing  towiud.s  this  neighbor.  It  also  terminates 
the  link  even  if  traffic  flowing  to  that  neighbor  is  being  acknowledged,  because  maintaining  a  link  to  a 
neighbor  for  which  we  obtain  no  topological  information  is  considered  a  liability  for  survivability. 

We  are  waiting  to  gain  experience  in  realistic  simulation  scenarios  to  determine  the  value  of  the 
parameters  mentioned.  The  value  of  6  should  be  close  to  one  since  a  packet  can  attempt  sL\  transmissions 
hut  we  would  like  to  use  it  only  if  the  number  of  attempts  required  is  low.  The  value  of  n  can  be  more 
flexible  since  it  will  only  remain  in  existence  it’  it  manages  to  return  to  good  status.  The  value  of  the  entry 
timer  must  be  chosen  accordmg  to  the  maximum  rate  at  which  the  Routing  Algorithm  feels  comfortable 
with  upc..iting  topology.  The  values  c  and  .V  relate  to  the  amount  of  time  we  are  willing  to  risk  having 
a  bad  link  in  use.  c  should  be  a  very  small  integer  constant  while  A'  should  be  large  enough  to  allow 
computation  of  the  ratio  of  successful  packets  to  total  packets  transmitted.  It  should  probably  have  the 
same  value  as  the  number  of  packets  used  to  determine  if  a  link  should  be  established. 


Packet  Format  The  Parameter  Selection  Algorithm  requires  an  exchange  of  information  between  the 
receiving  node  and  the  sending  node.  The  use  of  whacks  is  one  example.  The  algorithm  also  requires 
that  bit  error  information  be  exchanged.  When  a  data  packet  is  received  successfully,  that  is.  when  the 
CRC  checks,  and  if  the  FEC  is  in  use,  the  receiving  node’s  acknowledgment  must  include  a  count  of 
the  number  of  bits  received  and  the  bit  error  count  determined  by  the  sequential  decoder.  Both  numbers 
are  integers  under  10000,  each  of  which  can  be  represented  within  two  octets.  In  fact  bit. count  is 
unnecessary  since  the  sender  can  remember  it,  and  hitjcrrors  is  likely  to  be  much  less  than  10000.  so  1 
to  1.5  octets  are  probably  enough  for  the  overhead  conscious  designer. 

The  receiving  node  must  also  store  the  hit.errnrs  and  hitsnunt  information  in  memory.  The  most 
recent  value  of  hit.enorjcite  .  translated  into  packet  error  probability  based  on  the  average  length  of 
a  packet  on  the  link,  is  used  by  the  Congesiion  Coniioi  Algorilhiii  to  I'aciui  uul  icUan.snii.s.sion.s  due  to 
channel  noise  from  the  calculation  of  average  number  of  transmissions  per  packet  to  the  node.  Similarly, 
the  most  recent  hit-enoijutc  value  for  an  output  link  is  u.sed  by  the  Congestion  Control  .Algorithm  to 
calculaie  the  maximum  throughput  of  that  link.  .Since  our  design  calls  for  low  values  of  packet  error 
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probabilities,  it  is  likely  that  such  calculations  will  not  lead  to  significant  changes  in  the  operation  of 
SURAP  4. 
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5.  Performance 


Section  5  presents  an  analytical  model  of  the  algorithm  operation,  performance  analysis  and  simulation 
results. 


5.1  Semi- Markov  .Model 


The  operation  of  the  algorithm  can  be  represented  by  a  Semi-Markov  model,  vv  hich  can  be  used  to  compute 
the  steady -state  probability  distribution  of  transmission  g.iin,  packet  error  probability,  transmission  power 
overhead,  and  packet  duration  overhead.  Packet  error  probability  refers  to  noise  errors  and  not  to  blocking 
due  to  contention.  Three  other  important  applications  of  the  model  are  possible.  First,  the  model  could 
include  a  stationary  model  of  transceiver  blocking  probability.  Second,  the  model  could  treat  dynamic 
(state-dependent)  CDMA  interference.  Unfortunately  we  do  not  have  available  a  characteri^ation  for 
this  interference.  Third,  the  states  transitions  could  be  altered  to  represent  alternative  algorithms  based 
on  similar  operating  principles.  These  applications  are  discussed  in  detail  at  the  end  of  this  section. 
To  simplify  the  discussion  we  will  first  derive  the  equations  for  the  Semi-Markov  model  in  a  specific 
channel  situation.  Then  we  will  derive  the  equations  for  the  general  Semi-Markov  model  of  the  algorithm. 
Neither  the  specific  model  nor  the  general  model  incorporate  algorithm  transitions  resulting  from  bit  error 
calculations  but  we  will  propose  a  simple  way  to  include  these  transitions. 

The  specific  Semi-Markov  model  will  assume  that  there  is  a  stationary  signal-to-noise  ratio  in  the 
channel,  no  contention  for  the  transceiver,  and  no  dynamic  CDMA  interference.  The  last  two  assumptions 
are  unnecessary  for  the  general  model.  We  assume  that  there  is  an  instantaneous  and  perfect  feedback 
channel.  A  transmission  at  gain  state  i  results  in  three  possible  feedback  types:  success,  whack,  and 
no  reply.  In  the  feedback  notation  of  Section  4.2  they  are  denoted  l.e,  and  0.  respectively.  The  gain 
state  and  the  signal-to-noise  ratio  in  the  channel  define  the  feedback  probabilities.  p.(i). p^)(i).  They 
can  be  computed  as  explamed  in  Section  4.1.  In  the  model  being  discussed,  po(')  refers  to  a  packet 
so  corrupted  by  noise  that  the  receiving  node  is  unable  to  return  a  whack  to  the  packet  sender.  In 
general,  this  probability  could  also  represent  transceiver  blocking  probability  and  CDMA  interference 
error  probability. 

The  key  factor  that  allows  a  relatively  simple  model  for  the  process  is  to  treat  a  sequence  of  acknowl¬ 
edged  transmissions  as  a  random  wait  in  a  Markov  state  representing  the  gain  index  instead  of  treating 
the  sequence  a.s  a  walk  through  individual  Markov  states.  This  means  that  the  wsfii  for  ton  successful 
transmissions  to  decrease  gain  need  not  be  represented  a.s  ten  states  in  the  model.  The  only  system  states 
that  need  to  be  modeled  are  the  gam  slate  and  the  number  of  nansmission  attempts  elapsed  for  the  packet 
being  forwarded. 
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Steady>State  Probabilities  A  Semi-Markov  process  is  a  Markov  process  which  spemls  a  random 
amount  of  time  at  each  state  before  the  next  U'ansition.  The  time  spent  at  a  state  is  the  hoUin};  time. 
We  will  define  a  two-dimensional  Discrete-Time  Semi-Markov  process  to  model  the  algorithm.  The  two 
dimensions  correspond  to  the  gain  slate  in  the  link  and  to  the  number  of  transmissions  attempted  by 
a  packet  that  enters  this  gain  state.  However,  one  auxiliary’  state  will  be  needed  per  gain  state.  The 
reader  should  not  confuse  states  in  the  Markov  chain  with  gain  states.  The  gain  states  are  only  one 
dimension  in  the  two-dimensional  Markov  state  space.  The  discrete  holding  times  are  the  number  of 
consecutive  packet  transmissions  and  retransmissions  once  a  Markov  state  is  entered.  The  transition 
instants  are  related  to  the  instants  when  a  packet  is  acknowledged  or  the  link  gain  state  is  changcjd'.  All 
transition  probabilities  in  the  Markov  chain  and  all  holding  time  distributions  can  be  computed  from  the 
probabilities  pi(i),Pe(i),P(i{i).  In  the  general  case,  with  7  gain  states  and  up  to  6  transmission  attempts 
per  packet,  38  Markov  states  will  be  needed.  The  transition  probability  matrix  representing  the  Markov 
chain  is  sparse.  Standard  linear  algebra  techniques  can  be  used  to  find  the  steady-state  probabilities  tt,  j 
for  the  Markov  chain.  Our  specific  example  simplifies  to  11  Markov  states.  The  expected  values  f(i,;i  of 
the  state  holdmg  im.es  are  also  straightforward  to  compute.  From  these,  the  probability  distribution  for 
the  steady  state  gam  state  /  in  use  is 


P(» )  = 


'Lj  tttjli.]] 

Zi  Zj 


(5.1) 


The  probability  of  unsuccessful  transmission  (no  acknowledgement),  fit),  is  only  dependent  on  the  state 
i.  Hence  the  packet  error  probability  for  the  model.  Ppki.  is  found  from 


^pkt  =  Y. 

t 


(5.2) 


Ppk,  depends  on  the  SNR  through  the  feedback  probabilities  Pi(i),p-(i)  Po(i).  We  can  also  find  the 
transmission  power  overhead  and  packet  duration  overhead  by  substituting  the  overhead  value  per  gain 
state  for  the  probabilities  f{i)  in  equation  (5.2). 


State  Space  Figure  6.6  shows  a  detailed  diagram  of  a  two-dimensional  Markov  model  for  the  algorithm’s 
operation  in  the  illustrative  example.  The  system  state  is  denoted  by  State  vanable  i  denotes  the 

gain  state.  Gain  state  I  corresponds  to  a  state  state  near  which  the  algorithm  is  expected  to  operate  in 
steady  state  so  that  the  average  packet  enor  probability  is  kept  below  the  parameter  FAIL  introduced 
in  Section  4.2.  Only  two  gain  states  above  and  below  I  are  included  in  the  model,  because  excursions 
outside  these  states  are  rare.  It  is  no  harder  to  incorporate  more  gain  states.  State  variable  j,  for  j  >  0 
in  S(i.j).  denotes  the  number  of  previous  transmissions  attempts  for  the  packet  that  enters  gain  state  i. 
We  denote  by  B  the  lumber  of  successful  transmissions  that  lead  to  a  decrease  in  gam  state.  B  =  10  in 
our  algorithm.  The  auxiliary  state  \ariable  j  =  I  allow-s  the  model  to  remember  when  one  successtul 
transmission  has  already  taken  place  at  the  current  gain  state. 

*S<:lt■-tr.lll^itlOll'  ol  gam  Malt;,  av  ili;M;ribia  m  -et.tiiiii  J.2.  ,irc  .il'i>  ir.mMlitiii-.  iii  ihc  Vt.irk<i\  tialc  vp.icj 
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Transitions  We  now  explain  the  stat"  transitions  in  the  diagram  of  Figure  6.6.  The  assumptions  that  we 
adopt  for  simplicity  of  exposition  are  unnecessary  in  the  general  model.  The  first  simplifying  as.sumption 
is  that  in  gain  states  i  =  /,  /+  1.  in  the  absence  of  contention,  a  transmission  is  either  successful  or  results 
in  a  whack.  Thi.s  is,  7)0(1)  ~  0,  i  =  /,  /  +  1.  Similarly,  wc  assume  that  all  transmissions  at  gain  state 
i  -  [  +  1  result  in  an  ack  while  the  probabilities  of  whack  or  acks  in  gam  state  i  =  /  -  2  are  /.ero.  That  is. 
P](l  +  2)  ~  l,po(I  -  2)  cr  1.  For  concreteness,  this  model  is  applicable  to  a  channel  which  experiences 
a  signal-to-noise  ratio  of  about  -19  dB  at  the  minimum  gain  state  0.  when  the  average  packet  length  is 
150  bits  and  packets  have  a  16-bit  sender-identity  field.  I  represents  gain  state  4,  in  the  gain  states  0 
through  6.  This  specific  example  was  chosen  becau.se  it  illustrates  the  main  pomts  that  need  discussion, 
even  though  these  network  parameter  values  are  perfectly  feasible. 

In  Figure  6.6  the  state  transition  labels  stand  for  the  event  causing  the  transition.  Label  1  stands  for 
ack  reception.  Label  B  and  B  -  1  stand  for  B  and  B  -  1  consecutive  data  packets  successfully  forwarded 
at  the  same  gain  state.  Label  e  stands  for  whack  reception  on  the  first  transmission  attempt  of  a  packet. 
Label  0.  e  stands  for  a  succession  of  no  reply  and  whack  feedback  on  the  first  two  transmission  attempts 
of  a  packet.  Similar  notation  is  implied  in  labels  0.0.0  and  0.0. 1.  The  symbol  1  refers  to  reception  of 
either  a  whack  or  no  repl\. 

Let  us  de.scribe  the  transitions  in  detail  starting  with  state  •>'(/  -  2.0) 

S{I  -  2,0)  Since  po(I  -  2)  :=  1.  the  system  leaves  this  Markov  state  after  three  transmission  attempts. 
The  gain, state  increases  to  1  =  /,  in  accordance  with  equation  (4.1).  The  transition  is  to  state 
S(/.3)  since  the  packet  has  been  through  three  transmission  attempts  already. 

S(I  -  1.0)  In  this  Markov  state,  the  system  attempts  up  to  three  transmissions  per  data  packet.  If  any 
attempt  results  in  an  ack,  a  new  data  packet  is  tried  up  to  a  maximum  of  B  data  packets.  The 
system  decreases  the  gam  state  only  if  it  can  forward  B  consecutive  data  packets  at  the  current 
gain  state.  In  this  case  the  Markov  .state  changes  to  S(I  -  2.0).  Three  more  state  tn  isitions  are 
possible  and  all  of  them  lead  to  an  increase  of  gain  state.  First,  a  whack  for  the  first  transmission 
attempt  of  a  data  packet  leads  to  an  increase  of  one  in  the  gain  state.  The  Markov  state  should 
change  to  .?(/.  1).  Instead  we  chose  to  draw  the  transition  into  5'(/.0).  This  alteration  is  not 
necessary  but  simplifies  the  Markov  state  .space.  The  reason  for  the  j  dimension  in  the  model 
is  to  be  able  to  model  gain  state  increases  after  three  or  more  unsuccessful  attempts.  But  since 
Po(i)  c:  0  for  i  =  /  and  above  in  the  example  under  discussion,  the  system  would  simply  increase 
the  gam  state  by  one  after  each  whack  is  received,  or  attempt  to  send  a  new  data  packet  if  an  ack  is 
received.  Eithe/  situation  is  properly  represented  in  the  simplified  model.  This  simplification  may 
appear  inelegant,  but  it  illustrates  tm  important  way  to  reduce  the  Markov  state  space.  A  second 
transition  corresponds  to  a  feedback  sequence  0.  e.  The  .system  increases  the  gain  state  by  one.  and 
enters  Markov  state  5(/.2).  The  third  transition  remaining  corresponds  to  a  feedback  sequence 
0.0.  T.  The  system  increases  the  gain  state  to  i  =  /.  according  to  equation  (4.1).  and  enters  Markov 
.state  5(/.3).  The.se  last  two  transitions  discu.s.scd  could  have  been  simplified  as  we  simplified  the 
transition  due  to  a  whack  on  first  packet  transmission  attempts.  We  choose  not  to  simplifs  them 
so  that  we  can  explain  the  basis  for  the  model. 

1  /.  0)  Transitions  from  this  Markov  state  are  a  simpler  version  of  the  transitions  from  ‘'t  /  1  Oi.  since 

/)()(/! 0.  so  this  time  transiiions  can  only  result  in  whacks  or  acknowledgments.  .Again  we  h.ne 
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modified  the  transition  corresponding  to  a  whack,  as  for  Markov  state  S(I  -  l.O)  above. 

.5(7.2),  5(7,3)  A  whack  in  these  .states  results  in  a  transition  to  ?  =  7  +  1.  An  ack  in  the.se  two  states 
results  in  a  transition  to  5(7.  -  1). 

.S(7.  -1)  The  system  decreases  the  gain  state,  as  shown,  after  only  B  -  1  consecutive  successes,  since 
the  previous  packet  transmission  took  place  at  the  same  gain  state  and  was  .successful.  A  whack 
transition  leads  to  an  increa.se  of  gain  state. 

5(7+  l,j)  Transitions  out  of  these  states,  j  =  -  1. .:.  4.  are  similar  to  those  from  S(IJ).  States  5(7+1. 1) 
and  .5(7  +  1.2)  are  unnecessary  because  of  the  earlier  simplifications  of  whack  transitions  out  of 
Markov  states  5(7  -  1,0)  and  5(7,0). 

5(7 +  2,0)  All  transmissions  at  this  state  re.sult  in  acknowledgment  since  pi(7  +  2)  ~  1.  .so  the  Markov 
state  transition  is  as  shown. 


Transition  Probabilities  Let  P[in.n  t.J]  denote  the  transition  probability  from  Markov  state  "'uj) 
to  Markov  state  ^■(/n.  in.  The  e.xpressions  for  the  transition  probabilities  appear  in  Table  5.2.  The  e.xpla- 
nation  that  follows  groups  them  by  the  state  occupied  before  transition  and  explains  how  the  expression 
for  each  of  the  transition  probabilities  that  applies  is  found. 


5(7  -  2.0)  P[7.3  7  -  2.0)  =  1  since  we  assume  /»o(7  -  2)=  1. 


5(7  -  1.0)  Detine  PfwdO  )  as  the  probability  that  an  ack  is  received  within  the  first  three  transmi.ssion 
attempts  of  a  packet,  given  that  the  packet  is  sent  at  gain  state  i. 


7^d(0  =  Pi(i)(l  +P(i(i)  +  po(i)‘)  (5.3) 

In  Table  5.2,  P[7  -  2. 0  7  -  1.0]  is  the  probability  that  B  packets  are  successfully  forwarded  within 
three  transmission  attempts  each.  For  the  other  transitions  define  the  three  conditional  probabilities 
Pi(i).  Po  ,(i).  ^ooT^'  *•  T^hese  correspond  to  the  three  possible  feedback  sequences  in  the  first  three 
transmission  attempts  of  a  packet  sent  at  gain  state  i,  given  that  none  of  the  three  attempts  results 
in  an  ack. 


P.(0 


Po.^(') 


^(1 0  I  ^ 


pAi) 

1  -  PpwDd  ) 

po{i)pAi) 

I  -  Pfwd(0 

Po(OPn(0(l  -pi(0) 
1  -  Pi-wd(») 


(5.4) 


(5.5) 

(5.6) 


The  probability  that  the  transition  out  of  the  current  Markov  state  consists  of  any  of  these  three 
events  is  1  /-VwDfO^.  The  product  of  this  probability  times  each  of  the  three  conditional  probabili¬ 
ties  above  gives  the  enirie.s  for  the  transition  probabilities  P\l  0  1  \.0\.  P\l .2  I  l.()|./^l/.3  / 

1.0 1  in  Table  5.2. 


3,S 
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Table  5.1:  Auxiliars'  Equations  for  Transition  Probabilities. 


fH’DlO  =  Pit'Hl  +  Pod)  +  ) 


P.A>)- 

Piud) 


-  >'  t‘) 

”  I  rvviDd) 

_  rod);'  u) 

I  -  /-“pwo'  ‘  > 


riid);.o)iMl  -)Md)) 
1  -ftw,T>d) 


S(I.O)  Probability  P[I -l.Q  /.O]  is  analogous  to  P(/-2.0  /-  1.0]  except  that  ForivardProbil)  =  p\{ I) 
since  only  acks  or  whacks  are  possible.  P[/+  1.0  /  .O]  is  also  analogous  to  P[/.0  /  -  1.0]  except 
that  the  conditional  probabilit)'  P.  (,/)  equtils  1  :md  that  Po.u).  P„(,  ytn  equal  0. 

5(/,  2),  5(/.  3)  In  both  cases  the  transition  probabilities  are  given  by  the  probability  of  receiving  a  whack 
or  by  the  probability  of  receiving  an  ack. 

b{[.  -1)  P{/+1. 0  /.  - 1]  is  analogous  to  P(/+1.0  I.O].  P[/  -  1,0  /.  -  1)  is  analogous  to  P[  /  -  1 .0  /.O] 
except  that  only  B  -  1  consecutive  successes  are  required  to  decrease  the  gain  state. 

S'(/  +  l.j)  The  transition  probabilities  out  of  .states  with  i  =  /  •f  1  are  analogous  to  the  probabilities  for 
states  with  t  =  I  described  above. 

S(/  +  2,0)  P[/ +  1,0  / +  2.0]  =  1  since  PtwD(0  =  Pt(i)~  1. 


Steady>State  Solution  Once  the  transition  probabilities  have  been  assigned,  the  transition  matrix  P  for 
the  embedded  Markov  chain  can  be  computed.  The  steady-state  probabilities  ir, for  the  chain  are  the 
solution  of  the  simultaneous  set  of  linear  equations 


(5.7) 

(5.8) 

where  ir  is  the  row  vector  listing  the  steady-state  probabilities  for  each  of  the  states  in  the  chain.  Matrix 
inversion  solutions  of  these  equation  can  be  obtained  with  complexity  of  order  tr  or  less. 

Holding  limes  Table  5..s  .summaii/e.s  the  ex|)ccicd  value  ioi  all  liuldiiig  times  m  the  ehain  of  figure 

6.6. 

The  holding  times  for  several  ..tates  in  Figure  6.6  arc  deterministic.  In  particular.  7|i  ;1  =  1  for  any  t 
when  j  '  0.  7|/  201  =  .’.  and  7|/-’o|  =  10. 


/T  =  /tP 

V..,  =  I 

'  j 
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For  the  remaining  states  it  will  be  useful  to  derive  equation  (5.13)  below.  Consider  a  Bernoulli  process 
where  at  each  Bernoulli  trial  k  the  discrete  random  variable  Rk  has  distribution  Vl  with  probability 
p  and  has  distribution  with  probability  1  -  p.  These  two  disuibutions  are  independent  of  the  trial 

state  k  and  so  is  the  probability  p.  The  process  stops  the  first  time  that  Rk  is  distributed  according  to 
Of  when  .Vmax  Bernoulli  trials  have  occurred.  We  define  random  variable  L  as 

V 

L  =  ^Rk  (5.9) 

*■=1 

where  .V  is  the  trial  at  which  the  process  stops.  The  result  we  are  after  is  the  expected  value  E[L\.  Since 
the  sequence  Rk  consists  of  independent,  identically  distributed  random  variables 

E[L]  =  E[N]E[R]  (5.10) 


The  factor  £■[/?]  is  simply  the  expected  value  of  i?*,  which  is  independent  of  k.  To  find  ^^[.V]  we  note  that 
.V  IS  a  discrete,  non-negative  random  variable.  If  Fx[n]  is  its  distribution  function  and  F^n]  =  1  -  Fvfn] 
is  the  complementar;.’  distribution  function. 

nssO 


By  looking  at  the  event  tree  shown  in  Figure  6.7  for  the  Bernoulli  pnxress,  -we  find  that  for  the  values 
H  =  0. 1. 2.- •  ■ .  .Vniax  -  l..Vnu\  wc  Obtain  F(-[n]  =  1.  p.p-.  •  •  •  .p'’”""'.  0.  Hence 


£:(.V1 


n=0 


1  - 
1  -  p 


From  equation  (5.10)  we  arrive  at 


E[L]  = 


1  - 
1  -  p 


E[R] 


(5.12) 


(5.1.3) 


We  can  now  find  the  expected  values  for  the  remaining  non-deterministic  holding  times.  In  state 
S{I  -  1,0)  the  maximum  number  of  tnals  is  B.  The  trials  correspond  to  attempting  to  forward  a  data 
packet,  and  the  probability  p  that  a  new  trial  will  be  attempted  is  Ppwolf  -  D-  The  random  variable 
R  IS  now  the  number  of  packet  attempts  until  receiving  an  acknowledgement,  a  whack,  or  makmg  three 
attempts  to  send  a  packet.  This  is  in  fact  the  same  situation  we  had  for  calculating  Pf-V]  in  equation 
(5.12),  but  replacing  3  for  A'max  and  po(/  -  1)  for  p.  The  result  is  (1  -  po(/  -  1)'^)  (1  -  po(/  -  D).  From 
equation  (5.13)  we  obtain 


!(/- 1  (tj  = 


/  1  -  Pfwd(/  -  1)^  \  (1  -po(f  -  1)-^) 
\  1  -■  Pf.-W'Df  /  -  1 )  /  1  -  Po(  /  ■  1 ) 


(5.14) 


hor  the  remummg  non-Uclennini,stic  hoiding  limc.s  in  oui  niudci  liic  iiuiiibci  of  aiicivipt.s  pti  packet 
is  one  .so  the  term  E[R]  in  equation  (5.13)  equals  one.  For  states  .''(/.  -  1)./  =  /.  /  +  1.  the  maximum 
number  of  trials  is  P  -  1.  and  for  the  other  two  states  .''(;.())./  =  1.1  +  1.  the  maximum  number  of  trials 
IS  B. 
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Table  5.3:  Expected  Holding  Times  for  Specific  Model 


State 

Expected  Holding  Time 

S 

ri 

1 

3 

.‘?(/  -  1.0) 

/  1  -Pf'xnd  -  1)^  1  <  1  -fill/-  I)') 

1  /’lAvn*  /I)  1  ;  o’  /  1 ' 

.S(f.O) 

1  1  -  \ 

?(/.-!) 

1  l-Pfiwnt/i^  ■'  \ 

'  l-Ppv,T><t>  ' 

S(l.2) 

1 

5(/.3) 

1 

5(7 +  1,0) 

(  I-PRwn(/+ll^’  \ 

'  I-fVwDt/+') 

S(/+  l.-l) 

'■  1  -  Pf-wt}<  /  +  1  > 

5(/  +  l,3) 

1 

.S(/  +  1.4) 

1 

S(I +  1.0) 
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Table  5.4;  Evaluation  Of  Feedback  Probabilities. 


Cain  State  i 

P\(i) 

P-U) 

Po(i) 

[  -2  =  2 

~  0 

0.063 

0.937 

7-1=3 

0.408 

0.501 

0.091 

BH 

0.589 

7+1=5 

0.987 

0.011 

+ 

II 

O' 

~  1 

Comparison  to  Simulation  We  checked  the  validity  of  the  Semi-Markov  model  in  the  example  dis¬ 
cussed,  by  running  a  simulation  of  a  version  of  the  Parameter  Selection  Algorithm  that  ignores  bit  error 
calculations.  The  simulation  confirmed  that  the  model  gives  accurate  results  for  this  test.  The  simulator 
used  is  described  in  Appendix  B. 

The  situation  simulated  consisted  of  500  data  packets  to  be  forwarded  on  a  contention-less  link. 
The  channel  noise  was  stationary,  resulting  in  a  channel  signal-to-noise  ratio  of  -23  dB  at  gain  state  0. 
Once  the  FEC  gain  for  FEC  rate  7/8  is  mcluded.  the  signal-to-noi.se  ratio  perceived  by  the  data  bits  is 
(nominally)  -19  dB.  We  simulated  constant  length  packets  of  150  bits,  with  sender-id  fields  of  16  bits. 

To  check  the  validity  of  the  assumptions  on  the  relative  values  of  the  feedback  probabilities  pi(i),p<(i) 
and  po(0  we  evaluated  the  probabilities  for  all  five  gain  states  represented  in  the  model.  These  values 
appear  in  Table  5.4. 

The  notation  ~  0  represents  a  value  less  than  lO""’.  The  notation  ~  1  represents  a  value  between 
1  -  10“'®  and  1.  Feedback  0  is  the  dominant  form  of  feedback  at  gam  state  1-1.  All  three  feedback 
outcomes  were  included  in  the  model  for  gain  state  /  -  1.  The  probability  for  feedback  0  in  this  gain 
state  is  not  much  higher  ih;ui  that  of  feedback  e  at  gain  state  /  -  2.  or  feedback  0  at  gain  state  /.  However 
we  cho.se  to  mclude  feedback  0  in  the  model  for  gain  /  -  1  because  it  allowed  us  to  describe  the  general 
ca.se  of  ternary  feedback.  For  gam  state  /  +  1  only  feedbacks  e.  and  1  are  considered  relevant.  For  gain 
state  1  +  2  only  feedback  1  is  relevant. 

The  simplification  of  feedback  outcomes  for  each  state  and  the  simplifications  on  transition  possibil¬ 
ities  discussed  earlier  are  purely  a  matter  of  convenience  in  the  specific  model  being  considered.  The 
general  Semi-Markov  model  does  not  require  any  of  these  simplifications. 

The  outcome  of  the  computer  simulation  showed  the  following  number  of  transmissions  at  gain 
.states  0  through  6.  m  that  order:  .).0.1.0.84.  401.  64.  The  total  number  ot  transmissions  is  55.s.  This 
number  exceeds  500  (the  total  number  of  data  packets  forwarded)  because  of  packet  retransmissions. 
The  Irimsmissions  at  gain  states  0  .ind  2  occur  because  the  algorithm  begins  the  simulation  at  gain  state 
0.  The.se  transmissions  are  the  transient  behasior  of  the  algoiithm.  Thes  base  a  minimal  effect  on  the 
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computation  of  the  average  gain  state  distribution.  The  average  distribution  for  gain  states  0  through 
6,  is  expressed  to  two  decimal  places  in  the  following  percentages;  0%,  0*^,  0%,  0%.  15%.  73%. 
12%.  The  following  percentages  represent  the  distribution  computed  from  the  Semi-Markov  model  0%. 
0%.  0%.  0%>,  18%,  73%.  9%.  The  average  packet  error  probability  computed  from  the  simulation  is 
1  -  500, 553  =  0.096  while  this  probability  computed  from  the  model  is  0.083.  The  model  gives  accurate 
results  in  the  probability  of  enor  and.  more  importantly,  in  the  gain  state  distribution. 


Generalized  Semi-Markov  Model  We  can  now  generalize  the  model.  Three  different  sets  of  Markov 
states  must  be  considered.  Two  sets  of  houndary  j^ain  stares  corresponding  to  the  maximum  and  minimum 
gain  state,  t  =  .VI  and  i  =  L.  and  intermediate  gain  states  corresponding  to  gain  states  between  M  and 
L.  These  states  and  their  transitions  appear  in  figures  6.8  and  6.9.  The  explanation  follows. 

A  set  of  six  Markov  states  are  required  for  each  intermediate  gain  state.  These  are  S(i,  - 1),  S(i,0), 
S(i.  !)•••  5(1.4).  State  S(i.5)  is  not  required  since  if  live  transmissions  attempts  for  a  packet  have 
occurred,  the  next  Markov  state  should  be  S(M.5).  where  M  is  the  highest  gain  state.  For  i  =  .V/.  the 
set  of  Marko%  states  required  are  S{i.  -l).S{i.0).S(i.  I)-  -  ■  S(i.5).  For  i  =  L.  only  one  Markov  state 
is  requued:  5(L.0).  In  this  last  case  the  .system  remams  in  the  state  until  it  fails  to  forward  a  packet 
within  three  transmission  attempts,  and  the  gam  is  increased,  or  until  B  packets  in  a  row  are  forwarded 
within  three  transmission  attempts  each,  resulting  in  a  self-transition  to  the  same  Markov  state. 

The  transition  probabilities  appear  summarized  in  Tables  5.5  and  5.6.  Expected  values  of  holding  times 
appear  in  Table  5.7.  We  start  with  transitions  from  the  Markov  states  corresponding  to  the  intermediate 
gain  states.  (See  Figure  6.8.)  We  denote  by  i.vu.i.s  the  gain  values  computed  after  an  unsuccessful 
third,  fourth  and  fifth  transmission  attempt  re.spectively  (equation  (4.1)).  Transitions  from  Markov  state 
.5(1.0)  are  similar  to  the  transitions  from  state  5(/  -  1.0)  in  the  model  of  Figure  6.6.  One  difference 
exists.  There  is  no  transition  to  state  5(i  +  1,0),  corresponding  to  the  transition  to  5(/,0)  in  the  earlier 
model.  Instead  there  is  a  transition  to  5(i  + 1 , 1).  In  Figure  6.6  this  transition  was  altered  to  .simplify  the 
model.  The  transition  probabilities  remain  the  same  as  before.  The  expected  values  of  the  holding  times 
(Table  5.7)  are  similar  to  the  expressions  for  the  Semi-Markov  model  in  the  illustrative  example. 

Transitions  from  S(i,-1)  are  similar  to  transitions  form  .5(i.O).  In  the  earlier  example,  transitions 
out  of  S(i.  - 1)  were  simpler  to  treat  since  there  was  no  need  to  model  the  possibility  of  0  feedback. 

Transitions  from  state  S(i,  1)  have  no  parallel  in  the  earlier  model,  yet  they  turn  out  to  be  a  simplified 
version  of  the  transitions  from  state  5(j.0i.  There  are  three  possibilities;  an  acknowledgment  in  the 
second  or  third  transmission  attempt,  a  whack  on  the  second  transmission  attempt,  or  no  reply  in  the 
second  attempt  followed  by  no  ack  in  the  third  attempt.  Transitions  are  to  Markov  states  S(i.  - 1).  5(i  + 
1,2), 5(13.3),  respectively.  At  most  one  data  packet  will  be  forwarded  in  this  Markov  state  before  a 
transition.  The  expected  value  of  the  holding  time  can  be  found  in  a  fashion  analogous  to  finding  the 
expected  value  of  the  random  variable  R.  for  equation  (5.14)  with  two  attempts  at  most,  instead  of  three. 
The  result  is  (1  -  />o(0")/(l  -  Po(i))  =  1  -  /'o(0.  shown  in  Table  5.7. 

Transitions  from  states  5(i.2i.  5(i.  3).  .S'(i.4)  are  given  by  the  probability  of  receiving  or  not  receiving 
an  ack  alter  the  iransmi.ssion.  Each  of  ihe.se  stales  has  a  holding  nine  equal  io  one  (rriromission. 

For  boundary  states  (see  Figure  6.9)  corresponding  to  /  =  M.  transitions  to  Markov  state  SiMA)) 
occurr  if  any  packet  fails  to  be  forwarded  within  three  transmission  attempts.  These  transitions  corre  pond 
to  the  gain  state  self-transitions  explained  in  Section  4.2.  For  the  boundary  state  "t  /,.  Oi.  where  denotes 
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the  lowest  gain  state,  a  self-transition  occurs  each  time  an  attempt  is  made  to  further  reduce  the  gain 
state.  The  expressions  for  the  expected  values  of  the  holding  times  for  all  boundary  Markov  states  are 
straightforward  applications  of  earlier  expected  holding  time  calculations. 

The  general  model  can  repre.sent  transceiver  contention  because  it  includes  the  possibility  of  0  feed¬ 
back.  It  can  also  include  state-dependent  CDMA  interterence.  CDMA  interference  may  cause  gain 
increases  in  one  link  to  trigger  gain  increases  in  adjacent  links.  This  situation  can  be  modeled  by  a  state- 
dependent  signal-to-noise  ratio  repre.senting  the  CDMA  interterence.  It  would  be  necessary  to  obtain  first 
the  characterization  of  this  signal-to  noi.se  ratio  as  a  function  of  gain  state.  Alternative  algorithms  can  be 
modeled  by  altering  the  Markov  state  transitions  to  represent  the  rules  desired. 

Bit  Error  Calculations  The  Semi-Markov  model  presented  does  not  include  transitions  resulting  from 
bit  error  calculations.  In  Section  5.2,  we  illustrate  that  bit  error  calculations  can  have  a  significant  impact 
on  the  algorithm  performance,  especially  with  small  packet  traffic. 

Because  bit  error  statistics  can  be  accumulated  over  several  packets,  an  accurate  description  of  these 
statistics  would  require  Markov  states  that  keep  track  of  consecutive  packet  transmissions  at  the  same 
gain  .stale.  However,  avoiding  these  states  was  the  factor  that  allowed  the  relative  simplicity  of  the  Semi- 
Markov  model  of  the  algorithm.  We  propose  an  approximate  model  for  bit  error  calculations,  which  does 
not  require  the  addition  of  any  Markov  states  to  the  Semi-Markov  model  discussed. 

To  incorporate  the  bit  error  calculations  we  must  model  two  situations.  The  first  is  the  possibility  that 
bit  error  calculations  prevent  a  decrease  in  gain  .state.  Tliis  may  occur  after  successfully  forwarding  B 
packets  at  the  same  gam.  This  possibility  can  be  modeled  by  modifying  the  probability  of  tnmsition  B 
(see  Figure  6.8  )  out  of  states  S(i.O).  The  probability  of  this  transition  is  modified  by  a  factor  equal  to 
the  probability'  that  the  bit  error  calculations  permit  a  gain  state  decrea.se.  This  factor  is  computed  as  the 
probability  that  the  signal-to-noise  ratio  calculated  after  B  packet  forwarding  intervals  is  uncacceptable 
for  maintaining  a  fair  and  robust  link. 

The  second  situation  *hat  must  be  modeled  is  the  possibility  that  bit  errror  calculations  trigger  an 
increase  in  gain  state.  This  possibility  pre.sents  a  complication  for  the  Semi-Markov  model,  but  we  can 
model  the  situation  approximately  by  assuming  that  only  the  bits  received  within  one  packet  forwarding 
interval  are  used  in  the  bit  error  calculation,  given  that  the  calculations  result  in  a  gain  state  increase. 
This  is  a  simplifying  appre.-imation  whose  validity  would  have  to  be  tested  against  simulation  results. 
Computing  the  probability  of  a  gain  state  increase  based  on  bit  error  calculations  is  analogous  to  computing 
the  probability  that  bit  error  calculations  will  permit  a  decrease  in  gain  state.  The  probability  of  gain  state 
increase  must  be  computed  for  each  possible  feedback  sequence  ending  in  an  ack  within  the  first  three 
transmission  attempts  at  Markov  states  Sii.O)  and  S(i,  - 1).  The.se  sequences  are:  1;  0. 1;  0.0.  1.  The 
probability  must  also  be  computed  for  feedback  1  events  at  Markov  states  S(i.j).  j  ^  0.  Once  computed, 
this  probability  must  be  added  to  the  transition  probabilities  corresponding  to  gam  state  increases  out  of 
the.se  Markov  states.  W^en  bit  error  calculations  may  lead  to  gain  state  increases  of  more  than  one  state, 
it  is  necessary  to  add  extra  upward  transitions  out  of  the  appropriate  Markov  states. 

Modeling  bit  error  calculations  is  necessary  for  an  accurate  characterization  of  the  algorithm.  Never- 
thele.ss.  the  Semi-Markov  model  pre.sented  remains  an  important  tool  analy/irij.  the  algorithm's  behavior. 
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Intermediate  States : 

Gain  State  i 

from  S(i.  0) 

P[i  -  l.O/.O) 

P[i  +  1.1  (.01 

(1  -  PwD(l)®)P-(') 

P(i  +  l,2.i',01 

(1  -  PFWD(l)®)/^0.e(l) 

P[(,,3it-.0] 

(I  -  Pfwd(i)®)Po,o.tO’) 

from  >■().  - 1) 

P[/  -  1.0  -  1| 

P[i  +  1,1  t.-l] 

(1  -  PpttD(if-')PAi) 

P[j  +  1.2t.  -1] 

(1  -  Pf\vd(i)^”’)^o.(i) 

P((.v3/.-ll 

U  -  PlAVDl')^  '  '  ) 

from  S(t.  1) 

P[i,-1  iMl 

PifOd  +Po{i)) 

P[i  +  l,2't,l] 

PAi) 

p[i3.3';zM] 

Po(l)(l  -  Pl(l)) 

from  S(i.  2) 

P[(,-l  1.2] 

Pl(l) 

P[i'3.3i'.2] 

1  -Pl(l) 

from  5(1.3) 

P[i,-1  i'.3] 

Pl(l) 

P[i4.4i.3] 

1  -  Pl(l) 

from  S{i.4) 

P[i.  -1  (.4] 

Pl(l) 

HIM. 5  ^.41 
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Table  5.6:  Transition  Probabilities.  General  .VIodel.  Bounclaiy  States. 


Boiiiidaty  States  :  Minimum  Gain  L 

from  5(Z,.0) 

P[f,.0!£,.0] 

Pfwd(^)^ 

P[£,+  1,1  L.O] 

(1  -  Pp)^o{L)^)P.:(L‘) 

i>[L+l.l  LA)\ 

<1  Pr\vL)( )Pi) .  ( // ' 

P[L,.3  L.O] 

(1  -  Pbv'd(^)®)^o,o.t(^) 

Boimdaty  States  :  Maximum  Gain  M 

■ 

\ 

trom  5(A/,0) 

P[.V/  -  1.0  .V/.O] 

Pfu'dIA/)® 

■ 

P[.V/.0  A/.O) 

(1  -  Pfwd(A/)^') 

from  5(iV/,  - 1) 

1 

o 

1 

PpwolAf)®"' 

P[A/.0  A-/.  - 1] 

(1  -  Pfwd(A/)^~') 

from  S(.Vf.  1) 

P[M.  -  1  M.  1] 

Pi(A/)(l  +po(A-/)) 

P[A/.0  Af.  1] 

pAM)  +  -  p\[M)) 

from  S{MJ)j  1 

P[.V/.-l  M,j] 

Pi (A/) 

i 

P[.V/.0A/,» 


1  -  Pi{-V/) 
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Table  5.8:  Packet  Error  Rates  vs.  SNR 


SNR  (dB) 

Pb  Error  Proh  \ 

0 

0.081 

-5 

0.016  1 

-10 

0.099  1 

-15 

0.009 

-20 

0.082 

-25 

0.084 

o 

1.0  ! 

5.2  Packet  Error  Probability 

Error  probability  The  Semi-Markov  model  is  the  most  powerful  tool  we  base  for  anaK  mg  steady- 
•state  algorithm  performance.  Unlortunateh  we  do  not  yet  base  a  general  characteri/ation  of  the  algonthm 
based  on  the  model  at  the  time  of  writing  this  report.  However,  we  already  had  computer  simulation 
results  for  several  channel  SNR  values  spanning  the  dynamic  range  of  the  algorithm  showing  that  the 
algorithm  maintained  an  acceptable  packet  error  probability  for  these  values. 

The  Parameter  Selection  Algorithm  has  a  rule  by  which  it  ignores  feedback  0  during  the  tirst  two 
transmission  attempts  of  a  packet.  This  rule  was  created  to  accomodate  moderate  ’e  .els  of  contention. 
However,  after  creating  the  rule  we  were  concerned  that  it  would  increase  the  average  packet  error 
probability  to  an  unacceptable  level.  For  example,  if  gain  state  3  provides  acceptable  operation,  the  rule 
may  force  the  value  of  packet  error  probability  to  equal  0.13  in  the  following  way.  After  successfully 
forwarding  10  consecutive  packets  at  gain  state  3,  the  algorithm  decreases  the  gain  by  8  dB’s  to  gain 
state  2.  If  the  next  three  transmission  attempts  of  the  new  packet  result  in  a  feedback  sequence  of  0. 0. 0. 
the  gain  state  will  increase  to  4,  according  to  equation  (4.1).  The  algorithm  will  typically  experience 
20  consecutive  successful  transmissions  and  be  ready  to  decrease  the  gain  state  to  2  again.  This  cycle 
implies  3/23  =0.13  O.l  packet  enor  rate.  The  value  0.13,  however,  is  close  to  the  maximum  error 
rate  desired.  Whacks  will  tend  to  reduce  this  error  probability  further.  The  use  of  bit  error  statistics  also 
reduces  this  error  probability. 

There  are  many  situations  similar  to  the  one  described  above.  The  results  of  simulations  suggest 
that  the  algonthm  is  able  to  maintain  the  packet  error  probability  within  the  desired  range.  If  in  the 
course  of  obtaining  a  more  complete  evaluation  of  packet  error  probability  versus  channel  SNR  we  find 
that  the  enor  probability  becomes  unacceptable,  we  can  replace  a  larger  integer  value  for  the  number  of 
consecutive  successes  leading  to  a  gain  state  decrease.  The  cunent  value  of  this  number  is  10.  Increasing 
this  value,  however,  makes  the  algorithm  less  responsive. 

Table  .^.8  presents  simulation  results  on  packet  error  rate  lor  the  Parameter  Selection  Algorithm.  It 
shows  the  packet  error  rate  achieved  lor  test  values  of  the  SNR  experienced  b\  gam  state  0.  These  SNR 
values  are  equtil  to  the  channel  SNR.  expressed  in  dB.  plus  the  coding  gain  of  4  dB  assigned  to  the  7/8 
FEC  coding  rate  for  the  di.scus.sions  in  this  report.  The  packet  enor  probabilities  were  obtained  using  the 
simulator  de.scribed  in  Appendix  B. 
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Table  5.9:  Performance  without  BER  Calculations 


SNR 

(dB) 

Gain  State 

Pkt  Error 

Pi  oh 

0 

1 

2 

3 

4 

5 

6 

-14 

3 

0 

71 

420 

80 

0 

0 

0.129 

-15 

3 

0 

46 

257 

228 

30 

0 

O.llO 

-16 

3 

0 

10 

100 

232 

200 

0 

0.083 

-17 

3 

0 

1 

2 

140 

400 

0 

0.084 

-18 

3 

0 

1 

0 

56 

421 

70 

0.093 

-19 

3 

0 

1 

0 

17 

285 

238 

0.081 

-20 

3 

0 

1 

‘  0 

4 

165 

375 

0.088 

The  simulation  consisted  of  500  data  packets  to  be  forwarded  on  a  conten’tion-less  link.  The  channel 
noi.se  was  .stationarj  and  the  signal-to-noisc  ratios  tested  appeiu  in  the  table  Wc  simulated  constant 
length  packets  of  1000  bits,  with  sender-id  fields  of  16  bits.  The  table  is  evidence  of  the  abilitj  of  the 
Parameter  Selection  algorithm  to  maintain  a  robust  link  over  a  range  of  more  thim  25  dB  of  stationary 
noise  power. 

Tables  5.9  and  5.10  are  pre.sented  to  illustrated  the  advantage  of  using  bit  error  calculations.  Table 
5.9  shows  simulation  results  for  a  version  of  the  Parameter  Selection  .Algorithm  that  does  no’  use  bit 
error  calculations.  The  parameters  for  these  simulations  are  as  for  Table  5.8.  It  shows  the  distribution  of 
packet  transmissions  over  the  7  possible  gain  states  and  the  packet  error  rate  achieved  for  selected  SNR 
values.  The  SNR  values  refer  to  the  signal-to-noise  ratio  experienced  b>  gain  state  0.  The  average  gam 
state  in  use  lies  between  gain  state  3  and  gain  state  6  fo'  ‘  .e  SNR  range  shown.  It  is  in  this  range  that 
bit  error  calculations  are  expected  to  be  most  useful  since  the  difference  in  gains  between  gain  states  is 
not  as  large  as  for  gain  state  changes  between  transmitter  power  levels. 

The  results  should  now  be  compared  to  the  results  obtained  by  the  Parameter  Selection  Algorithm 
under  the  same  tests.  These  results  appear  in  Table  5.10.  Two  important  differences  are  worth  notiemg. 
The  first  is  the  significant  decrease  in  packet  error  rate.  The  values  of  packet  error  rate  corresponding  to 
SNR  values  from  -14dB  though  -17dB  are  consistent  with  a  0.1  packet  error  rate  for  3000-bit  packets. 
For  lower  SNR  values  the  bit  error  rate  calculations  are  not  as  effective.  The  second  difference  is  the 
smaller  variance  of  the  gain  state  required  to  maintain  the  desired  packet  error  rate.  This  shows  that  the 
bit  error  rate  calculations  operated  as  good  estimators  of  the  required  signal-to-noise  ratio  gain  required 
to  maintain  a  given  packet  error  rate. 

Fairness  The  algorithm  .attempts  to  provide  an  acceptable  packet  error  probability  for  maximum  length 
packets  when  bit  erroi  >atistics  are  available.  A  trade-off  exits  between  fairness  and  channel  overhead. 
By  virtue  of  their  length,  small  packets  experience  lower  packet  error  probability  than  large  packets  when 
bit  errors  are  independent  identically  distributed  bit-to-bit.  Thus,  small  packets  can  be  transmitted  at  a 
lower  average  gam  state  than  larger  packets  can.  for  a  given  packet  error  value.  When  bit  error  statistics 
are  being  used,  fairness  considerations  will  result  in  a  higher  average  gam  state  than  is  necessary  for 
small  packets,  and  the  channel  overhead  will  be  larger  than  required.  .A  compromise  between  fairness 
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Table  5.10;  Performiince  with  BER  Calculations 


SNR 

(dB) 

Gain  State 

Pkt  Error 
Proh 

0 

1 

2 

3 

4 

5 

6 

-14 

3 

0 

1 

0 

53 

448 

0 

0.010 

-15 

3 

0 

1 

0 

53 

438 

0 

0.010 

-16 

3 

0 

1 

0 

4 

487 

10 

0.010 

-17 

3 

0 

1 

0 

4 

478 

20 

0.012 

-18 

3 

0 

1 

0 

1 

454 

50 

0.018 

-19 

3 

0 

1 

0 

1 

288 

235 

0.053 

-20 

3 

0 

1 

0 

1 
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and  channel  overhead  is  certainly  possible.  Simulation  experience  can  help  to  decide  which  factor  is 
most  critical. 

Whack  performance  Whacks  are  used  to  help  discriminate  between  contention  and  channel  noise.  As 
an  illustration  consider  a  chaimel  where  the  signal-to-noise  ratio  SNRperceived  by  gain  state  0  varies 
from  9  dBs  down  to  1  dB.  This  SNRvalue  is  a  direct  measure  of  the  channel  noise  level.  Assume 
medium-size  packets  of  1500  bits  are  being  transmitted  and  that  the  se.nder  identity  held  in  the  packets 
t.s  16  bits  long.  9  dBs  unply  a  packet  error  probabilitj  just  belo\s  lu-r  for  gain  state  0.  1  dB  implies 
an  error  probability  Just  below  lOVc  for  gain  .state  1.  We  wish  to  investigate  how  effective  whacks  are  at 
revealing  the  appropriate  gam  state.  The  example  posed  is  representative  of  the  whack  operation. 

Below  9  dB  the  packet  error  probability  at  gain  state  0  is  about  10%  or  higher.  The  algorithm  will 
tend  to  oscillate  between  gain  states  0  and  1.  As  the  SNRdecreases,  the  probability  of  receiving  a  whack 
while  in  gain  state  0  increases  from  about  10%.  reachmg  a  maximum  of  about  95%  around  6  dB.  tmd 
then  decreases  to  about  35%  at  SNR=  IdB. 

As  SNRdecreases  towards  6  dB.  su'cce.sses  at  gain  state  0  become  unlikely,  while  whacks  become 
very  likely.  Without  enor  feedback,  the  algorithm  would  typically  have  to  observe  three  unsuccessful 
attempts  before  deciding  that  the  gain  is  too  low.  This  contributes  to  a  higher  packet  error  probability 
and  slower  reaction  time. 

As  SNRdecreases  from  6  dB  to  1  dB.  it  becomes  more  likely  that  the  algorithm  will  receive  no 
reply  at  gain  level  0  during  three  transmission  attempts  of  a  packet.  In  the  worst  case,  when  SNRis 
1  dB  and  the  whack  probability  is  about  35%,  the  probability  of  receiving  one  whack  within  just  two 
transmission  attempts  is  still  about  60%.  Thus,  even  with  moderate  levels  of  contention  it  is  still  likely 
that  the  algorithm  will  find  out  that  gam  state  0  is  a  poor  choice  by  receiving  a  whack  rather  than  by 
observing  three  consecutive  attempts  with  no  reply. 

This  example  illustrates  the  usefulness  of  using  error  feedback  in  the  channel.  Whacks  provide  a  more 
accurate  way  of  discriminatmg  between  contention  and  channel  noise  over  a  wide  range  ot  signal-lo-noise 
ratio  values  within  the  dynamic  range  of  the  algorithm.  The  gain  difference  between  consecutive  power 
levels  (gam  stale  3  and  loweri  is  H  dB.  For  gain  stales  4  and  above,  the  gain  difference  is  smaller.  Hence 
the  probability  of  receiving  a  wh.Kk  given  th.it  the  transmission  lakes  place  at  a  gam  state  one  unit  too 
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low  is  even  greater  than  for  the  example  given  above.  This  means  that  whacks  are  even  more  useful  at 
gain  states  4  and  above. 

Another  factor  that  must  be  considered  in  the  performance  of  error  feedback  is  the  packet  length. 
When  the  average  packet  length  is  small,  the  ratio  of  packet  length  to  sender  identity  field  length  is  smaller 
than  the  ratio  for  larger  packets.  The  probability  of  an  error  in  the  sender  identity  field  approaches  the 
probability  of  a  packet  error.  The  chaimel  outcomes  become  either  1  or  0  only  and  whacks  are  seldom 
observed.  For  average  packet  lengths  around  100  bits,  whacks  are  most  likely  to  be  useful  at  gain  states 
4  and  above,  and  only  over  a  reduced  range  of  signal-to-noise  ratios  at  gain  state  3  and  below.  Whacks 
are  most  effective  for  large  packet  traffic. 


5.3  Speed  of  Respon.se 

Step  response  We  consider  two  related  measures  for  the  speed  of  response  of  the  algorithm;  step 
response  and  dynamic  response.  The  step  response  is  a  measure  of  the  time  required  by  the  algorithm 
to  settle  to  steady  state  operation  after  a  sudden  change  of  background  noise  in  the  channel.  We  assume 
that  a  contention-free  channel  e.xi.sts  and  that  the  algorithm  is  mill, ills  in  steads  state.  The  ch,innel  noise 
suddenly  changes  to  a  new  constant  value.  Without  attempting  to  be  rigorous,  the  step  re.sponse  is  the 
number  of  transmissions  between  the  change  instant  and  the  moment  when  the  algorithm  reaches  steady 
state  again. 

We  are  interested  m  the  worst-case  step  response.  Since  the  algonthm  can  increase  the  gain  state 
to  maximum  within  one  packet  forwarding  interval,  the  worst-case  corresponds  piim.iril\  to  situations 
when  the  gam  must  be  decreased.  The  faster  re.sponse  time  for  gam  increase  is  considered  a  strength  of 
the  algorithm.  Let  B  be  the  number  of  successful  transmissions  required  before  decreasing  gain  in  the 
algorithm  and  m  -i- 1  be  the  number  of  gain  states.  In  the  worst  case,  a  decrease  from  the  highest  to  the 
lowest  gain  state,  which  takes  approximately  Bm  transmissions. 

Under  moderate  levels  of  contention,  the  algorithm  is  expected  to  adjust  within  three  times  this 
number  of  transmissions  since  at  most  three  failures  are  ignored  per  packet.  In  the  SURAP  4  architecmre 
B  -  10.  m  =  6.  Thus,  the  algorithm  has  a  worst  case  step  response  on  the  order  of  60  tran.smissions.  and 
on  the  order  of  180  transmissions  under  moderate  contention.  With  a  throughput  of  10  packets-per-second 
on  the  link,  this  worst-case  response  corresponds  to  less  than  20  seconds,  which  seems  appropriate  for 
terrain-induced  chaimel  changes  and  mobile  nodes. 


Dynamic  response  Dynamic  response  is  a  mea.surc  of  the  ability  of  the  algorithm  to  track  time-varying 
changes  in  the  channel.  The  rate  of  change  could  be  expressed  in  terms  of  the  required  change,  per 
packet  transmission,  in  the  steady-state  expected  value  of  gain  state  needed  for  acceptable  performance. 

If  the  noise  level  changes  at  a  rate  considerably  lower  than  one  gain  state  every  ten  packet  transmis¬ 
sions,  the  algorithm  is  able  to  track  the  channel.  II'  the  rate  of  change  is  comparable  to.  or  Just  higher,  than 
one  gain  state  every  ten  packet  tran.smi.ssion.s,  the  algorithm  will  become  sluggish  in  tracking.  especialK 
wncii  reducing  Uie  gaui  ^tuie.  ihe  icsuit  I.*)  u  .>on~iCwh,it  inciiicicnt  Utc  ot  the  ehanncl.  If  the  rate  ot  change 
is  about  1  gain  state  per  packet  transmission,  tracking  will  be  sluggish  both  in  increasing  and  decreasing 
gam  state.  Performance  will  suffer  from  increased  packet  error  probabilits  and  from  inefficient  channel 
use.  This  is  probably  the  worst  operating  condition  for  the  algorithm. 
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When  the  rate  of  change  is  considerably  higher  than  one  gain  state  per  packet  transmission  each 
packet  transmission  will  experience  several  changes  in  signal-to-noise  ratio  and  may  suffer  from  burst 
errors.  The  final  effect  is  an  equivalent  channel  signal-to-noi.ie  ratio,  corresponding  to  the  packet  error 
rate  induced  by  the  burst  errors.  The  algorithm  adjusts  properly  to  this  equivalent  chiuinel  noise  level. 

5.4  Bit  Error  Computations 

Gain  decrea.se  When  FEC  is  in  use.  the  data  bit  error  probability  is  lower  than  the  chiuinel  bit  error 
probability  because  of  the  FEC  gam.  When  a  gain  state  i  experiences  a  success  probab’  ty  around  909? 
we  find,  through  numerical  evaluations,  that  typical  channel  bit  error  rates  are  on  the  oruer  of  19?.  Such 
error  rates  can  be  estimated  with  Just  a  few  packets,  even  for  small-size  packet  traffic.  After  ten  successful 
transmissions  there  will  often  be  enough  accumulated  error  data  to  estimate  the  error  rate  and  determine 
if  a  decrease  in  gain  state  is  convenient. 

Looking  at  Figure  6.5  we  see  that  1  %  bit  error  probability  maps  to  channel  SNRusing  the  steepest 
of  the  two  straight  line  segments  m  f(  ).  which  has  the  lowest  sensitivity  to  measurement  errors  in  bit 
error  probability. 

Preliminary'  simulations  using  a  network  simulator  (OpNet^'‘*)  with  a  reali.>tic  channel  model  indicate 
that  these  bit  enor  calculations  are  good  at  preventing  unnecessary  decrea.ses  in  gain. 

(Jain  increase  Bn  error  calculations  can  lead  to  an  increase  in  gam  state  even  when  an  ack  is  received  as 
feedback.  The  gam  state  increase  is  typically  one  unit,  but  could  be  two  units.  The  bit  error  calculations 
are  useful  m  two  situations.  First,  when  the  signal-to-noise  ratio  varies  slowly  these  calculations  help 
trigger  a  gam  state  increase  before  a  packet  error  occurs.  Second,  when  the  chaimel  signal-to-noise  ratio 
IS  appropriate  for  current  small-size  packets  but  would  be  too  low  for  large-size  packets.  In  this  last  case, 
if  fairness  is  a  consideration  as  in  our  algorithm,  the  bit  error  calculations  are  capable  of  detecting  this 
situation  and  inducmg  a  gain  state  increase. 

As  a  concrete  example  consider  a  deteriorating  channel  where  the  signal-to-noise  ratio  for  gain 
state  i  implies  a  probability  of  receiving  an  ack  between  lO'??  and  90^c.  In  other  words,  gain  state  i  is 
becoming  an  unacceptable  gam  state  in  terms  of  its  success  probability.  We  have  found  through  numerical 
evaluations  that  typical  channel  enor  probabilities  in  these  situations  lie  in  the  range  of  19?  to  109?.  This 
chaimel  bit  error  rate  can  be  estimated  within  one  or  just  a  few  packets,  even  for  small-size  packet  traffic. 
An  mcrease  of  one  unit  in  the  gain  state  is  typically  sufficient  to  provide  an  ack  probability  greater  than 
90%.  For  radio  systems  that  provide  a  greater  number  of  more  closely  spaced  gain  states,  it  is  possible 
that  the  neces.sary  gain  mcrease  will  be  two  units  or  more.  In  SURAP  4.  gain  state  increases  of  two  units 
tend  to  occur  only  if  the  algorithm  is  operating  at  gam  state  3  and  the  channel  conditions  deteriorate.  A 
transition  to  gain  .state  5  may  be  in  order  since  gain  state  4  is  only  0.6  dB  higher  than  gain  state  3. 

Looking  at  Figure  6.5  we  see  that  most  of  the  19?  to  109?  bit  error  range  corresponds  to  the  line 
.segment  of  steepest  mclme  in  f(-),  which  has  the  lowe.st  sensitivity  to  measurement  errors  in  bit  error 
probability.  Simuiaiioiis  can  help  decide  if  a  tiiiid  uiteiiiiediaie  segnicni  ts  riecc.s.sary  to  avoid  csiim.iiion 
errors.  The  effect  of  estimation  errors  are  considered  below. 

We  do  not  use  bit  error  calculations  to  decide  for  gam  state  decrea.ses  of  more  thim  one  unit,  since 
the  situation  typically  corresponds  to  a  very  low  channel  bit  error  rate  and  the  estimating  process  has 
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very  few  bits  to  work  with  or  would  require  a  large  number  of  packets  to  acquire  a  good  estimate. 

5.5  Robiistne.ss 

Perhaps  the  main  factor  contributing  to  the  robustness  of  the  Parameter  Selection  Algorithm  is  that 
the  algorithm  is  designed  to  react  to  unsuccessful  packet  transmissions.  Therefore,  the  algorithm  can 
compute  directly  the  variable  we  desire  to  control:  packet  error  rate.  Another  contributing  factor  is  the 
monotonicity  of  packet  success  rate  and  of  packet  overhead  with  gain  state  in  the  Gain  Table.  This  means 
that  a  decision  to  increase  gain  results  in  a  decrease  in  packet  error  probability  and  a  decision  to  decrease 
gain  results  in  lower  packet  overhead.  The  combination  of  these  two  factors  tends  to  provide  a  stable 
tracking  system. 

The  algorithm  seeks  to  increase  gain  fairly  rapidly  if  transmissions  are  unsuccessful,  and  seeks  lO 
decrease  gain  if  the  current  gain  seems  unnecessary  to  maintain  the  desired  success  rate.  Maintaining 
this  success  rate  is  given  priority  over  reducing  channel  overhead  due  to  transmissions.  This  means  that 
a  jammer  device  which  does  not  have  enough  power  to  overcome  the  dynamic  range  of  the  algorithm 
can  attempt  to  decrea.se  the  netssork's  throughput  but  finds  it  hard  to  fool  the  algorithm  into  belies ing 
that  data  transmissions  are  successful  when  they  are  not.  This  latter  situation  would  have  the  potential  to 
disrupt  connectivity  and  is  considered  more  harmful  than  low  throughput".  Moreover,  since  the  algorithm 
is  adaptive  the  jammer  must  remain  active  to  force  a  degradation  in  throughput  or  the  algorithm  will 
revert  to  lower  overhead  transmissions. 

Another  problem  presented  by  a  jammer  is  the  potential  reduction  in  FEC  gain,  for  example  w  ith  pulse 
jamming.  If  FEC  is  not  in  use,  pulse  jamming  and  other  non-stationary  noise  processes  simply  map  into 
some  packet  error  probability  and  the  algorithm  adjusts  to  it.  With  FEC.  packet  errors  still  lead  to  gain 
increases,  but  we  need  to  look  into  the  performance  of  the  bit  error  calculations,  since  they  utilize  nominal 
values  of  FEC  gain.  When  the  true  FEC  gain  is  smaller  than  the  nominal  gain,  the  conclusions  from 
bit  error  calculations  will  underestimate  the  gain  increase  required.  Hence  acting  according  to  bit  error 
calculations  cannot  be  detrimental  to  the  algorithm.  Remember  that  bit  error  calculations  never  prevent 
packet  error  observations  from  increasing  the  link  gain,  and  never  trigger  gain  decreases  by  them.selves. 
Thus,  in  the  situation  considered,  we  expect  the  algorithm  to  behave  as  if  bit  error  calculations  were 
not  in  u.se.  More  extensive  re.search  is  required  to  properly  characterize  the  robustness  of  the  algorithm 
against  special  stationary  and  adaptive  jamming  strategies. 


■Prevenling  m a v. .trad mg  .md  lampenng  with  the  network  is  lett  to  the  seeiirils  pinii>.oU  nmiiing  m  the  nelwoik 
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6.  Conclusions 

6.1  Conclusions 

Background  The  goal  of  the  SURAP  4  architecture  is  to  create  a  sur\ivable  network.  In  this  report 
we  have  described  the  design,  and  performtmee  of  an  adaptive  radio-parameter  selection  algorithm.  The 
objective  of  the  algorithm  is  to  maintain  acceptable  radio-link  quality  in  the  SURAP  4  packet  radio 
architecture  in  the  face  of  changing  terrain  conditions  and  jamming.  The  Parameter  Selection  Algorithm 
can  be  adapted  to  other  packet  radio  environments. 

The  SURAP  4  radio  hardware  provides  several  choices  for  three  iniporuint  radio-channel  parameters: 
power  level.  FEC  rate,  and  charmel  bit  rate.  The  mam  compronii  es  the  algorithm  must  make  are 
among  preserving  good  radio-link  throughput,  requiring  low  channel  overhead  for  packet  transmissions, 
and  presenting  a  stable  behavior  to  higher  layer  algorithms.  The  algorithm's  primary  design  goal  is  to 
mamtain  an  acceptably  low  packet  error  probability.  This  probability  is  calculated  from  channel  noi.se 
and  charmel  interlerence.  The  maximum  acceptable  value  for  this  packet  error  probability  has  been  set 
at  0. 1  .  Another  design  goal  is  to  minimize  the  power,  coding  overhead,  and  symbol  duration  overhead 
in  the  channel,  as  long  as  the  average  packet  error  probability  remains  acceptable. 

Design  The  goals  discussed  above  are  met  by  adjusting  the  radio  parameters  using  feedback  received 
through  the  acknowledgment  radio  charmel.  The  operation  of  the  algorithm  consists  of  a  walk  among  the 
entries  in  a  table  detailing  the  parameter  choices.  Each  entry  in  the  table  specifies  a  power  level,  an  FEC 
rate,  and  a  channel  bit  rate.  The  steps  in  the  table  are  the  re.sult  of  applying  the  transition  rules  in  the 
algorithm  to  the  feedback  obsersed  from  the  channel.  Entries  in  the  table  are  ordered  in  such  a  way ’that 
moving  in  one  direction  monotonically  decreases  the  packet  error  probability,  as  well  as  monotonically 
increasing  the  charmel  overhead  for  the  packet  transmissions.  The  algorithm  obseive.s  packet  mansmission 
successes  and  failures  to  decide  which  way  to  move  in  the  table. 

The  Parameter  Selection  Algorithm  uses  error  feedback  in  its  decision  making  process.  If  a  node 
receives  a  packet  in  error  but  is  able  to  determine  the  identity  of  the  sending  node,  this  leceiving  node 
returns  a  special  packet  similar  to  the  active  acknowledgements  used  in  the  SURAP  4  architecture.  This 
packet  tells  the  sending  node  that  its  transmission  did  not  fail  because  the  transceiver  was  unavailable 
for  reception,  but  probably  because  there  was  noise  in  the  charmel.  The  unavailability  of  a  uransceiver 
correlates  to  congestion  situations  and  the  appropriate  reaction  to  it  is  typically  the  opposite  of  the  action 
required  to  overcome  channel  noise.  The  error  feedback  mechanism  was  implemented  to  help  discriminate 
between  the  two  situations.  The  noise  in  the  channel  may  consist  ot  CDMA  mierlerence.  We  tolerate 
this  ambiguity  in  the  design  of  the  algorithm  since  we  expect  other  network  algorithms  to  contribute  in 
overcoming  this  type  of  inteii'erence. 

The  P.irameter  .Selection  .Algorithm  also  uses  bit  error  rale  calculations  in  it.s  decision  making  process. 
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The  sequential  decoder  used  for  FEC  encoded  packets  provides  an  estimate  of  the  number  of  encoded 
bits  received  in  error.  The  algorithm  accumulates  this  information  to  compute  an  estimate  of  the  channel 
signal-to-noise  ratio.  The  algorithm  uses  a  model  of  the  post-decoding  bit  error  probability  as  a  function 
of  the  channel  signal-to-noise  ratio  to  calculate  the  required  changes  in  the  position  of  the  algorithm  in 
the  table  of  radio  parameters.  For  these  calculations  each  parameter  is  assigned  a  nominal  signal-to-noise 
ratio  gain  relative  to  the  parameter  selection  offering  the  poorest  radio  link  quality.  The  incorporation  of 
bit  error  calculations  in  the  Parameter  Selection  Algorithm  al.so  .serves  as  a  .study  on  the  use  of  bit  error 
information  for  adaptive  control  of  the  radio  links  in  a  packet  radio  network. 

Performance  Simulations  of  the  Parameter  Selection  Algorithm's  peiformance  on  a  noisy  link  indicate 
that  it  is  capable  of  meeting  the  stated  goals  and  that  the  use  of  error  feedback  and  bit  error  calculations 
enhance  its  performance.  More  extensive  analysis  and  simulation  is  required  to  certify  fully  the  algo¬ 
rithm's  performance,  because  operating  conditions  for  the  network  can  vary  widely.  One  parameter  can 
be  used  to  adjust  the  average  packet  error  probability  maintained  by  the  algorithm.  This  parameter  is  the 
number  of  consecutive  successful  packet  transmissions  that  must  elapse  before  the  algorithm  attempts  to 
reduce  the  signal-to-noi.se  ratio  gam  of  its  current  radio  parameters.  The  value  of  this  parameter  also 
affects  the  algorithm's  step  response.  Hence  there  exists  a  trade-off  between  the  average  packet  error 
probability  and  the  algorithm's  response  time. 

We  have  argued  that  we  expect  the  effect  of  CDMA  interference  in  the  performance  of  the  algorithm 
to  be  of  secondary  importance  becau.se  link-layer  algorithms  and  congestion  control  algorithms  prevent 
excessive  transceiver  contention.  To  date,  the  results  of  a  detailed  network  simulator,  using  OpNet^'* 
simulation  software,  seem  to  support  that  this  is  the  case.  However,  we  do  not  have  enough  simulation 
data  to  confirm  our  hypothesis. 

We  do  not  rule  out  the  possibility  that  network  configurations  will  present  CDMA  interference  prob¬ 
lems.  When  this  is  the  case,  the  link-layer  algorithms  and  Congestion  Control  Algorithm  may  be  a 
better  place  to  look  for  the  solution  than  the  Parameter  Selection  Algorithm.  More  experience  with  the 
algorithm  is  required  to  determine  whether  this  approach  is  effective  in  controlling  CDMA  interference. 

Semi-Markov  Model  We  have  derived  a  Semi-Markov  Model  of  the  operation  of  the  algorithm,  which 
can  be  used  to  compute  the  steady  state  probability  distribution  of  transmission  gain,  packet  error  probabil¬ 
ity.  transmission  power  overhead,  and  packet  duration  overhead.  The  model  is  general  enough  to  include 
a  stationary  model  of  transceiver  blocking  prooability.  It  could  also  model  dynamic  (state-dependent) 
CDMA  interference.  Unfortunately  we  do  not  have  available  a  characterization  for  this  interference.  The 
states  transitions  in  the  model  could  be  altered  to  represent  alternative  algonthms  that  are  based  on  similar 
operating  principles. 

The  Semi-Markov  model  was  introduced  in  Section  5.1  by  modeling  a  specific  transmission  channel. 
Simulation  results  confirmed  that  the  model  gave  accurate  results  in  the  example  presented'.  The  specific 
model  was  generalized  to  allow  all  possible  gain  states  and  any  channel  signal-to-noisc  ratio. 

The  model  developed  omits  bit  error  calculations.  We  have  proposed  a  way  to  incorporate  bit  error 
calculation.s  into  the  model  without  giving  up  the  relative  simplicity  of  the  Semi-Markov  model. 

'Neither  the  moUel  nor  the  •imiul.ition  mcluUeil  the  use  ot  hit  error  eiileuliitioiis 
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6.2  Further  Research 

FEC  gain  Several  importiint  topics  must  be  researched  more  thouroughly  to  create  a  better  characteri¬ 
zation  of  the  Parameter  Selection  Algorithm.  To  make  bit  error  calculations,  we  modeled  FEC  codes  by  a 
nominal,  constant  signal-to-noise  ratio  gain  on  the  channel  signai-to- noise  ratio.  The  validity  and  robust¬ 
ness  of  this  model  must  be  tested  against  non-Additive  White  Gaussian  noise  processes  on  the  channel. 
These  processes  can  be  the  result  of  jamming  actions,  environmental  noise,  or  terrain  conditions,  such  as 
fading.  We  need  improved  characterizations  of  the  operation  and  performance  of  the  sequential  decoders 
in  use  in  the  packet  radio  hardware  because  the  models  currently  in  use  are  inaccurate.  A  characterization 
of  the  estimation  errors  when  making  bit  error  calculations  is  also  important.  We  have  neglected  these 
considerations  in  this  report  because  the  packet  radio  hardware  for  SURAP  4  uses  interleaving  and  de¬ 
interleaving  techniques  and  because  the  algorithm  is  designed  to  be  robust  against  estimation  and  model 
errors  expected  in  the  bit  error  calculations. 

Fairness  vs.  Throughput  We  expect  that  large  packets  will  be  more  prone  to  noise  errors  than  small 
packets  smce  then  larger  length  exposes  them  to  potential  ■sources  of  error  for  a  longer  amount  of  time. 
Bit  error  calculations  allow  the  algorithm  to  enforce  a  fairness  criterion  that  is  aimed  at  guaranteeing 
acceptable  link  quality  for  all  packet  sizes.  There  exists  a  trade-off  between  channel  overhead  and  the 
implementation  of  fairness.  The  link  gain  required  to  maintain  an  acceptable  packet  error  rate  for  large 
packets  represents  unnecessary  packet  transmission  overhead  for  small  packets.  This  overhead  takes  the 
form  of  unnecessarily  high  power  levels,  coding  lengths,  and  symbol  durations.  We  need  more  experience 
with  the  algorithm  to  determine  a  good  trade-off  point. 

CDMA  interference  More  network  simulation  experience  is  necessary  to  determine  conclusively  the 
effect  of  CDMA  interference  on  the  Parameter  Selection  Algorithm.  The  interactions  among  network 
algonthms  in  a  packet  rt.dio  network  are  typically  complex.  Hence  we  believe  that  realistic  simulations 
offer  one  of  the  best  approaches  to  understanding  the  effect  of  CDMA  interference,  as  well  as  the  nature  of 
interaction  between  the  Parameter  Selection  Algorithm  and  1  igher-layer  algorithms.  We  prefer  to  wait  for 
more  simulation  experience  before  attempting  any  major  changes  to  the  transition  rules  m  the  Pariuncter 
Selection  Algorithm.  Altough  we  have  been  experimenting  and  analyzing  selected  modifications  of  the 
algorithm,  the  modifications  we  have  tried  are  all  relatively  minor. 

Semi-Markov  Model  It  is  very  important  that  future  research  implements  and  tests  the  recommended 
changes  in  the  Semi-Markov  model  of  the  algorithm  mcorporating  bit  error  calculations.  The  validity 
of  the  resulting  model  can  be  checked  against  simulation  results.  The  advantage  of  the  mathematical 
model  IS  that  it  reduces  the  time  and  effort  required  to  characterize  the  steady-state  performance  of  the 
algorithm. 

Dynamic  Response  We  have  provided  u  sunplihed  worst-case  analysis  ol  the  speed  ol  response  ot  the 
algorithm  against  time  varying  channel  noi.se.  Since  one  important  strength  of  the  algorithm  should  be 
its  ability  to  adapt  quickly,  a  more  thorough  characterizauon  of  the  algorithm  response  will  be  essential 
for  tine  tuning  its  desun  and  improving  its  performance.  The  ino.si  important  .scenario  to  mvesiig.iie 
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IS  a  time  vary'ing  noise  situation  in  which  the  average  time  between  changes  is  comparable  to  the  time 
between  packet  transmissions.  We  e.xpect  the  algorithm  to  exhibit  its  poorest  adapting  behavior  in  this 
situation. 

.lamming  Techniques  It  is  also  imporiant  to  characterize  the  behavior  of  the  algorithm  in  the  face  of 
.sophisticated  jamming  techniques. 
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Figiire  6.2:  Enor  Performance  of  Sequential  Decoder 
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Figure  6.6:  Euibedded  Maricov  Chain  (specific  model).  Vertical  dimension  corresponds  to  gain  index  i. 
Horizontal  dimension  corresponds  to  variable  j.  For  j  >  0,  j  represents  previous  transmissions  of  the 
packet  entering  gain  state  t. 
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COMPLEMENTARY  DISTRIBUTION  FUNCTION 


Figure  C.7:  Holding  Time  Calculations 
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Appendix  A.  Bit  Error  Function  F(  ) 


F(-)  is  a  piecewise  linear  approximation  to  the  function  Q  ( They  appear  plotted  in  Figure  6.5.  Let 
X  be  the  signal-to-noise  ratio  and  y  be  the  bit  error  probability,  expressed  in  dBs.  (In  the  figure  the 
vertical  xxis  is  not  labeled  in  dBs.  )  in  the  e.xpre.ssions  below,  the  constants  recomended  are:  cvi  =-0.05, 
02  =-0.67,  Ybkp  =  -1.2dB,  Xbkp  =  3.5dB. 


_  f  ^  bkp  +  O I  I  Xhkp  ■■  J" t  •  X  Xbkp ( 

[  ^  bkp  ~  Ci2‘  X  ~  Xbkp*  •  ^  Xbkp. 

The  in%er.se  function  f  \ij)  is  given  by 

_  i  Xbkp  ~  ~  ^bkp*  y  ^  Ybkpi 

\  Xbkp  +  iXbkp  --  {/>  02-  y  1  Ybkp. 


(A.l) 


(A.2) 
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Appendix  B.  Software  Simulator 


The  simulator  is  written  in  C  and  currently  resides  and  runs  on  the  “mannix"  Sun  Workstation  that  is 
administered  by  the  Survivable  Adaptive  Networking  Group.  Depitftment  44,  BBN  Systems  and  Tech¬ 
nologies.  It  simulates  the  operation  of  the  algorithm  on  a  single  bidirectional  link. 

The  simulator  has  a  variety  of  capabilities.  It  simulates  channel  bit  errors  by  applying  equation  (3.1 ) 
to  the  channel  signal-to-noise  ratio.  This  signal-to-noi.se  ratio  can  include  background  noise,  interference, 
and  receiver  noise.  Each  of  these  noise  components  can  be  time  varying,  even  within  a  packet  time. 
Data  bit  errors  are  calculated  by  increasing  the  channel  signal-to-noisc  ratio  by  the  FEC  gam  of  the 
gain  .state  in  use.  The  order  and  combinations  in  the  gain  table  of  the  algorithm  can  be  arbitrary.  User- 
supplied  pimameters  control  the  following  three  probabilities  for  both  the  data  channel  .md  the  feedback 
chaimel:  packet  synchronization  probability,  packet-header  capture  probability,  and  tfansceiver  blocking 
probability.  The  packet  sizes  and  the  size  of  the  sender-ID  field  for  a  packet  can  have  arbitrary  lengths 
as  long  as  the  latter  does  not  exceed  the  former.  The  length  of  a  simulaiion  is  controlled  by  specifying 
the  number  of  data  packets  to  he  forwarded  by  the  sending  node. 

The  user  has  a  choice  of  several  software  modules  for  the  Parameter  Selection  Algorithm  Two  of 
the  available  modules  consist  of  the  version  presented  in  this  report  and  of  a  similar  version  that  ignores 
bit  error  calculations.  We  have  also  simulated  other  variants. 

A  set  of  .software  macros  was  written  to  collect  .statistics  from  the  simulator.  The  software  can  print 
a  complete  history  of  the  gain  states  chosen  by  the  algorithm  in  successive  transmissipns.  The  macros 
can  compute  average  packet  error  rate,  average  transmission  power  overhead,  average  packet  duration 
overhead,  and  average  bit  error  rates  for  the  channel  bits  and  for  the  data  bits. 
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